
RSA (Rivest�Shamir�Adleman) publi
 key 
ryptosystem:� Key generation:� Pi
k two large prime numbers p; q 2 P.� Let n = p � q.� Pi
k e 2 f1; : : : ; '(n)�1g so, that g
d(e; '(n)) = 1.� Let d = e�1 (mod '(n)).Publi
 key: (n; e). Se
ret key (n; d).� Message spa
e: f0; : : : ; n� 1g.� En
ryption: E(n;e)(m) = me mod n.� De
ryption: D(n;d)(
) = 
d mod n.Note that '(n) = (p� 1) � (q � 1).



Example: let's pi
k p = 43, q = 47. Then n = 2021 and'(n) = 1932.Pi
k e = 19. Then d = 1627.Let us en
rypt the message m = 503. Then 50319 mod2021 = 1233.De
ryption: 12331627 mod 2021 = 503.



Exponentiation by repeated squaring:

ab =
8>><>>:

1; if b=0(a2) b2 ; if b is evena � (a2) b�12 ; if b is oddComputation of ab requires up to 2 log b multipli
ations.When doing RSA en
ryption or de
ryption, all 
omputa-tions are done in Zn.Hen
e the maximum length of intermediate results is twi
ethe length of n.



De
ryption 
an be done faster:During key generation, 
ompute p0 = p�1 (mod q) and q0 =q�1 (mod p). Store p; (p � p0); q; (q � q0) in the se
ret key.To de
rypt 
, 
ompute mp = 
d mod p and mq = 
d mod q.Use 
hinese remainder theorem to �nd 
d mod n:
d mod n = ((q � q0) �mp + (p � p0) �mq) mod n :Computing 
d mod p is four times faster than 
omputing
d mod n.Indeed, the numbers involved are only half as long andmultipli
ation has quadrati
 
omplexity.Hen
e the method is twi
e as fast than the previous one.



Typi
al sizes of the key:� RSA � n is usually taken 1024�4096 bits long. p andq have then half that length.� The suggested lengths of a key in a knapsa
k 
ryp-tosystem was about 300, the elements of the superin
-reasing knapsa
k should be from 2300 to 2600.� The key is mu
h longer than for RSA.� But the operations are faster.� Modern symmetri
 
ryptosystems use 128�256-bit keys.



As asymmetri
 
ryptosystems usually work mu
h slower,the following �hybrid� method is usually used to en
rypt aplaintext x with a publi
 key kp.Let a symmetri
 
ryptosystem be �xed. It may be a blo
k
ipher with a �xed mode of operation.1. Generate a new key ks of the symmetri
 
ryptosystem.2. Let y = Esymmks (x).3. Let k0 = Easymmkp (ks).4. The 
ryptotext is (k0; y).The asymmetri
 
ryptosystem is usually also a blo
k 
ip-her. The �message� ks is usually short enough to �t into asingle blo
k.



Why does RSA �work�?Theorem (Euler). If g
d(a; n) = 1 then a'(n) � 1 (mod n).

Proof. a 2 Z�n. jZ�nj = '(n).Corollary (Fermat little theorem). If p 2 P does notdivide a then ap�1 � 1 (mod p).



Let (n; e) and (n; d) be the RSA publi
 and se
ret keys.We have ed � 1 (mod '(n)). I.e. ed = k �'(n)+1 for somek 2 N .Let m 2 f0; : : : ;m � 1g be a message. If g
d(m;n) = 1then
D(n;d)(E(n;e)(m)) = (me)d = med = mk'(n)+1 =m � (m'(n))k = m � 1k = m (mod n)If m = 0 then also (me)d = 0.If m 6= 0 and g
d(m;n) > 1 then g
d(m;n) 2 fp; qg. Inthis 
ase we have managed to fa
tor n.



To generate a RSA key, we need to generate two large pri-mes. How?Theorem (Chebyshev). Let �(n) = jP\f1; : : : ; ngj. Then

�(n) > nlnn and limn!1 �(n) � lnnn = 1 :

ln 2512 � 355. I.e. about every 355th 512-bit number isprime.I.e. about every 177th 512-bit odd number is a prime.A viable strategy to generate a prime is to generate randomodd numbers and test their primality.



Primality testing is doable in polynomial time (in lengthof the number). But the degree of the polynomial is high.Fortunately, there exist e�
ient Monte-Carlo algorithms.A probabilisti
 algorithm A for testing whether a bit stringx belongs to some set P � f0; 1g� is a Monte-Carlo algo-rithm if 9" > 0 8x 2 f0; 1g�:� If x 2 P then Pr[A(x) = true℄ = 1.� If x 62 P then Pr[A(x) = false℄ > ".If x 62 P and we exe
ute A(x) n times then the probabilityof getting true all times is at most (1� ")n.



Fermat little theorem said:ap�1 � 1 (mod p) if g
d(a; p) = 1So, is the following a Monte-Carlo algorithm for testing theprimality of odd n?1. Generate a random w 2 f1; : : : ; n� 1g, su
h thatg
d(w;n) = 1.� If g
d(w;n) > 1 then n is de�nitely 
omposite. Re-turn �no�.2. If wn�1 � 1 (mod n) then return �yes� else return �no�.If n 2 P then the algorithm always returns �yes�.



Let w 2 Z�n.n is a pseudoprime to base w if wn�1 � 1 (mod n).In this 
ase w is a witness for the primality of n. Otherwiseit is a witness for the 
ompositeness of n.Lemma. If n has witnesses for 
ompositeness then at leasthalf of the elements of Z�n are witnesses for the 
omposite-ness of n.



Proof. LetWp � Z�n be the set of witnesses for the primalityof n. Let w 2 Z�nnWp. We have wn�1 6� 1 (mod n).Consider the setW
 = fw � wp jwp 2 Wpg :Then jW
j = jWpj. We have(w � wp)n�1 = wn�1 � wn�1p � wn�1 � 1 6� 1 (mod n)Hen
e all the elements of W
 witness the 
ompositeness ofn. �



Hen
e for a n 2 N there are three possible 
ases:1. n is prime and all elements of Z�n witness that;2. n is 
omposite, but all elements of Z�n witness for theprimality of n;3. n is 
omposite and at least half of the elements of Z�nwitness that.If the se
ond 
ase were impossible then the presented algo-rithm would be a Monte-Carlo algorithm for primality.



Unfortunately, there exist 
omposite numbers n, su
h thatwn�1 � 1 (mod n) for all w 2 Z�n.They are 
alled Carmi
hael numbers. There are in�nitelymany of them, the smallest is 561.Still, the presented test is suitable if numbers from a trus-ted sour
e are tested.



Let p 2 P and a 2 Z�p. Then a is a quadrati
 residue (ruut-jääk) if there exists b 2 Z�p su
h that b2 � a (mod p).Half of the elements of Z�p are quadrati
 residues and halfare non-residues.The Legendre symbol �ap� for p > 2 is de�ned by

�ap� =
8>><>>:

0; if p divides a1; if a is a quadrati
 residue modulo p�1; if a is a quadrati
 non-residue modulo p.



The Legendre symbol satis�es�ap� � a p�12 (mod p)

and hen
e also �abp � = �ap��bp� :

In the following, we do not prove some number-theoreti

laims. The proofs are given in the Number Theory 
ourse(MTPM.01.009).



Generalization: let n = pi11 � � � pikk where p1; : : : ; pk 2 Pnf2g.Let a 2 Z. The Ja
obi symbol �an� is de�ned by�an� = � ap1�i1 � � �� apk�ik :

It satis�es the following:�abn� = �an��bn� �1n� = 1 ��1n � = (�1)n�12�2n� = (�1)n2�18 �mn� = (�1) (m�1)(n�1)4 �nm�if m;n > 3 are odd numbers.



The se
ond row of identities on
e more:�2n� = 8<:1; if n mod 8 2 f1; 7g�1; if n mod 8 2 f3; 5g�mn� = 8<:��nm�; if m mod 4 = n mod 4 = 3�nm�; otherwise:These identities allow us to 
ompute �an� without fa
toringn.The algorithm resembles Eu
lid's algorithm.



Solovay-Strassen primality test (for an odd n):1. Generate a random w 2 f1; : : : ; n� 1g.2. Let a = w n�12 mod n. Let b = �wn�.3. If a � b (mod n) then return �yes�, otherwise �no�.We'll show that this primality test is a Monte-Carlo algo-rithm with " > 12 .



If w witnesses n's primality a

ording to S-S's test then italso witnesses n's primality a

ording to Fermat's test.Indeed if w n�12 � �wn� (mod n) and w 2 Z�n then

wn�1 = (w n�12 )2 � �wn�2 = 8<: 12(�1)2 = 1 (mod n)



Theorem. If n is odd 
omposite then at least half of theelements of Z�n witness the 
ompositeness of n.

Proof. First we show that there exists a w 2 Z�n witnessingthe 
ompositeness of n. There are two 
ases:1. 
ase. n = p1 � � � pk where p1; : : : ; pk 2 P are all di�erent.Let u be a quadrati
 non-residue modulo p1. Let w satisfyw � u (mod p1) w � 1 (mod p2 � � � pk) :(use CRT to �nd su
h w 2 Z�n). Then�wn� = �wp1� � � ��wpk� = �up1�� 1p2� � � �� 1pk� = �1 :



To get w n�12 � �1 (mod n) we need w n�12 � �1 (mod pi)for 1 6 i 6 k.But w n�12 � 1 (mod pi) for 2 6 i 6 k.2. 
ase. There exists a p 2 P and k > 2, su
h that pkdivides n (and pk+1 does not divide n).Let w = 1 + n=p. Then w � 1 (mod q) for any q 2 Pdividing n.�wn� =Yq2P
�wq�indqn =Yq2P 1indqn = 1



To get w n�12 � 1 (mod n) we need w n�12 � 1 (mod qindqn)for all q 2 P dividing n.Consider w n�12 mod pk. The order of the group Z�pk ispk�1(p� 1), hen
e the order of w in Z�pk 
an be (p� 1) orpi or pi(p� 1) for some i 2 f1; : : : ; k � 1g. We show thatwp � 1 (mod pk)hen
e the order of w in Z�pk is p. As p does not divide n�12 ,we 
annot have w n�12 � 1 (mod pk).



wp = (1 + lpk�1)p = pXi=0
�pi�(lpk�1)i =

1 + p � l � pk�1 + pXi=2
�pi�lipk � p(k�1)(i�1)�1 =

1 + pk�l+ pXi=2
�pi�lip(k�1)(i�1)+1� � 1 (mod pk)



We have found a witness w 2 Z�n for the 
ompositeness ofn. I.e. w n�12 6� �wn� (mod n). We 
ontinue as before:Let Wp � Z�n be the set of witnesses for the primality of n.Consider the setW
 = fw � wp jwp 2 Wpg :Then jW
j = jWpj. We have

(w � wp)n�12 = w n�12 � w n�12p � w n�12 � �wpn � 6��wn��wpn � = �w � wpn � (mod n)Hen
e all the elements of W
 witness the 
ompositeness ofn. �



Let x be a random k-bit odd integer. Consider the followingevents:� A � x is 
omposite;� B � the S-S test returns �x is prime� m times in arow.We have determined that Pr[BjA℄ 6 2�m.Our 
on�den
e after running the S-S testm times is betterre�e
ted by the probability Pr[AjB℄.



The 
omplementary event A denotes that x is prime.

Pr[A℄ = �(2k)� �(2k�1)2k�1 � 12k�1� 2kk ln 2� 2k�1(k � 1) ln 2� =k � 2k(k � 1) ln 2 � 1k ln 2

Pr[AjB℄ = Pr[A℄Pr[BjA℄Pr[B℄ = Pr[A℄Pr[BjA℄Pr[BjA℄Pr[A℄ + Pr[BjA℄Pr[A℄ =Pr[A℄Pr[A℄ + Pr[BjA℄Pr[A℄Pr[BjA℄ . 1� 1k ln 21� 1k ln 2 + 2m 1k ln 2 = k ln 2� 1k ln 2� 1 + 2m

I.e. Pr[AjB℄ may be somewhat larger than Pr[BjA℄.



The idea of the Miller-Rabin primality test (for an odd n)is to �nd a square root of 1 modulo n.If n is prime then p1 (mod n) has two values � �1. We
all these values the trivial square roots of 1.If n is not prime then p1 (mod n) has more values.If we have found x 62 f1;�1g, su
h that x2 � 1 (mod n)then n must be 
omposite.Let s and r be de�ned by n� 1 = 2s � r, where r is odd.



Miller-Rabin primality test for n = 2sr + 1 where s > 1and r is odd:1. Generate a random w 2 f1; : : : ; n� 1g.2. Compute the values ui = w2ir mod n for 0 6 i 6 s�1.� Compute u0 = wr mod n and ui+1 = u2i mod n.3. If one of the following holds� u0 � 1 (mod n);� for some i, ui � �1 (mod n);then return �yes� else return �no�.We'll show that this primality test is a Monte-Carlo algo-rithm with " > 34 .



What is going on?De�ne also us = wn�1 mod n.For all i 2 f1; : : : ; sg, ui�1 is one of the square roots of ui.If us 6� 1 then n is 
omposite. Then also none of the ui-s
an be �1. Assume now that us = 1.If ui � �1 then the elements ui+1; : : : ; us must all be 1.Then we have found �1 as the square root of 1.If u0 = 1 then we have only found 1 as the square root of1.Otherwise ui�1 6= �1, ui = 1 for some i 2 f1; : : : ; sg. Thenwe have found a nontrivial square root of 1.



Lemma. Let G be a 
y
li
 group, jGj = m. Then xk = 1has exa
tly g
d(k;m) solutions in G.

Proof. Let g be a generator of G. Then gj is a solution toxk = 1 i� mjjk. Among f0; : : : ;m � 1g, there are exa
tlyg
d(k;m) su
h values for j. �



Lemma. Let p 2 Pnf2g, let p� 1 = 2s � r where r is odd.Consider the equation x2ut = �1 where t is odd. In Zp, ithas the following number of solutions:� 0, if u > s;� 2u g
d(r; t) if u < s.
Proof. Let g be a generator of Z�p. We are looking for thenumber of j-s in f0; : : : ; p� 2g satisfying (gj)2ut = g p�12 orj � 2u � t � 2s�1 � r (mod 2sr) :



If u > s then we divide the equation and the modulus by2s�1 and obtainj � 2u�s+1 � t � r (mod 2r)here the left hand side is even, but the right hand side isodd. As the modulus is also even, there 
an be no solutions.Otherwise let d = g
d(r; t), then g
d(2ut; 2s�1r) = 2ud.Divide everything by 2ud and getj � (t=d) � 2s�1�u � (r=d) (mod 2s�u(r=d)) :This has a unique solution j modulo 2s�u(r=d) (be
ause(t=d) ? 2s�u(r=d)). Hen
e it has 2ud solutions modulo 2sr.�



Theorem. Let n be an odd 
omposite number. Then atmost one quarter of elements w 2 f1; : : : ; n � 1g witnessthe primality of n a

ording to M-R test.

Proof. Let n � 1 = 2sr with r odd. If w witnesses theprimality of n then us � 1 (mod n).Consider the following three 
ases:1. p2jn for some odd prime p;2. n = pq for distin
t primes p and q;3. n = p1 � � � pk for k > 3 distin
t primes.



1. 
ase. Let w witness the primality of n, then us =wn�1 � 1 (mod n). Then also wn�1 � 1 (mod p2).Consider the equation wn�1 = 1. In the 
y
li
 group Z�p2 ithas exa
tly d = g
d(n� 1; p(p� 1)) solutions.As p ? n � 1, we must have d 6 p � 1. Modulo n, thenumber of solutions is at most (n=p2) � d. The fra
tion ofthe solutions is at mostnp2 � dn� 1 6 �n� 1n � p2p2 � 1� � np2 � p� 1n� 1 =p� 1p2 � 1 = 1p+ 1 6 14be
ause p is an odd prime.



2. 
ase. Let p�1 = 2s0r0 and q�1 = 2s00r00 with r0; r00 odd.Assume w.l.o.g. that s0 6 s00.If w is a witness for the primality of n then one of thefollowing holds:1. wr � 1 (mod p) and wr � 1 (mod q).2. w2ir � �1 (mod p) and w2ir � �1 (mod q) for somei 2 f0; : : : ; s� 1g.Indeed, using the 
hinese remainder theorem we get : : : � 1(mod n) in the �rst 
ase and : : : � �1 (mod n) in these
ond.



These 
ases have the following number of solutions:1. g
d(r; p�1)�g
d(r; q�1) = g
d(r; r0)�g
d(r; r00) 6 r0r00.2. 2i g
d(r; r0) � 2i g
d(r; r00) 6 4ir0r00 (for ea
h i wherei < min(s0; s00) = s0).The total is at most r0r00 +Ps0�1i=0 4ir0r00 = r0r00(1 + 4s0�13 ).Their fra
tion isr0r00(1 + 4s0�13 )n� 1 6 r0r00(1 + 4s0�13 )(p� 1)(q � 1) =
r0r00(1 + 4s0�13 )2s0+s00r0r00 = 2�s0�s00 4s0 + 23 :



Either s0 < s00 or s0 = s00. If s0 < s00 then

2�s0�s00 4s0 + 23 6 2�2s0�14s0 + 23 = 12 � 3+2�2s0�123 6 16+ 112 = 14 :



If s0 = s00 then either g
d(r; r0) < r0 or g
d(r; r00) < r00.Indeed, assume the 
ontrary, i.e. r0jr and r00jr. Then

n� 1 = 2sr = pq � 1 = (p� 1)q + (q � 1) =2s0r0q + (q � 1) � q � 1 (mod r0) :We also have 2sr � 0 (mod r0), hen
e q � 1 � 0 (mod r0),i.e. r0j(q � 1).We got r0j2s00r00. As r0 ? 2s00, we must have r0jr00.Analogously we 
an get r00jr0. I.e. r0 = r00 and p = q. This
ontradi
ts our premises.



We have g
d(r; r0) � g
d(r; r00) < r0r00. As all prime fa
torsare odd, we 
an estimate g
d(r; r0) � g
d(r; r00) 6 r0r003 .Our two 
ases for w witnessing the primality of n have atmost r0r003 + s0�1Xi=1 4ir0r003 = r0r004s0 + 29solutions. Their fra
tion is at mostr0r00 4s0+2922s0r0r00 = 19 + 29 � 22s0 6 19 + 118 < 14 :



3. 
ase. Let pj�1 = 2sjrj where rj is odd. Assume w.l.o.g.that s1 = min(s1; : : : ; sk).Denote R = r1 � � � rk.If w witnesses the primality of n then one of the followingholds:1. wr � 1 (mod pj) for 1 6 j 6 k.2. w2ir � �1 (mod pj) and w2ir � �1 (mod q) for allj 2 f1; : : : ; kg and for some i 2 f0; : : : ; s� 1g.



These two 
ases have at most the following number of so-lutions:1. Qkj=1 g
d(r; pj � 1) =Qkj=1 g
d(r; rj) 6 R.2. Qkj=1 2i g
d(r; rj) 6 2kiR (for ea
h i 2 f0; : : : ; s1 � 1g.And the total is at most
R+ s1�1Xi=0 2kiR = R�1 + 2ks1 � 12k � 1 � :



And the fra
tion is at mostR�1 + 2ks1�12k�1 �n� 1 6 R�1 + 2ks1�12k�1 �Qkj=1(pj � 1) = R�1 + 2ks1�12k�1 �2s1+:::+skR =

2�s1�:::�sk(1 + 2ks1 � 12k � 1 � 6 2�ks1�2k � 22k � 1 + 2ks12k � 1� 62�k 2k � 22k � 1 + 12k � 1 = 2� 21�k2k � 1 = 21�k 6 21�3 = 14 :�The M-R test requires only half as many trials as the S-Stest to a
hieve the same level of 
on�den
e.



How 
ould we try to break RSA? Given (n; e), we 
ouldtry to do one of the following:1. fa
tor n;2. �nd '(n);3. �nd d = e�1 (mod '(n));4. devise a method that, given me mod n produ
es m.1�3 are equivalent. 4 is not known to be equivalent to fa
-toring.4 is the RSA problem � given n, e, me mod n, �nd m.



If we 
ould �nd '(n) then we 
ould fa
tor n. We'd havethe system of equations8<: pq=n(p� 1)(q � 1)='(n)From whi
h p + q = n + 1 � '(n). Then p and q are thesolutions of the following quadrati
 equation (over R ):x2 � (n+ 1� '(n))x+ n = 0 :



Given n, e and d, we 
an fa
tor n as follows.We have ed = k'(n) + 1 for some k 2 Z. We try to �nd anon-trivial square root of 1 modulo n.If x2 � 1 (mod n), but x 6� �1 (mod n) then0 � x2 � 1 = (x+ 1)(x� 1) (mod n).We have nj(x + 1)(x � 1), but x 2 f2; : : : ; n � 2g. Hen
eneither (x+ 1) nor (x� 1) is a multiple of n.We must have (x + 1) = k0p and (x � 1) = k00q (or vi
eversa). We'll �nd p and q by 
omputing g
d(x+ 1; n) andg
d(x� 1; n).



Let ed� 1 = 2sr where r is odd.Pi
k a random w 2 f1; : : : ; n � 1g. If g
d(w;n) 6= 1 thenwe have fa
tored n.Otherwise let ui = w2ir mod n. (0 6 i 6 s) If there existsan i, su
h that ui � 1 and ui�1 6� �1 (mod n) then wehave found a non-trivial square root of 1.What is the fra
tion of w-s that give us a non-trivial squareroot of 1?Note that we 
ertainly have us � 1 (mod n).



If w does not give a non-trivial square root of n then oneof the following holds:� wr � 1 (mod p) and wr � 1 (mod q).� w2ir � �1 (mod p) and w2ir � �1 (mod q) for somei 2 f0; : : : ; s� 1g.We have already 
ounted that the fra
tion of su
h w-s isat most 1=4.Hen
e the fra
tion of w-s giving us a non-trivial squareroot of n is at least 3=4.



Let us review some fa
toring algorithms.Trial division � to fa
tor n, we try to divide it with allprime numbers not larger than pn. Feasible only if n issmall.In the following let n (the number to fa
tor) be odd. Ourtask is to �nd a non-trivial fa
tor of n.



Pollard's p�1 algorithm: Let B 2 N be a parameter (�upperbound�).1. Let ai = 2i! mod n for 1 6 i 6 B.� Compute: a1 = 2 and ai = aii�1 mod n.2. Let di = g
d(ai � 1; n) for 1 6 i 6 n.3. If 1 < di < n for some di then return di else fail.



The method works if n has a prime fa
tor p, su
h that(p� 1) has only small fa
tors.An integer with only small prime fa
tors is 
alled smooth.If qj(p� 1) and q is a prime power then q 6 B must hold.In this 
ase (p� 1)jB!. We have aB � 2B! (mod n), hen
ealso aB � 2B! (mod p).This, together with 2p�1 � 1 (mod p) and (p� 1)jB! givesus aB � 1 (mod p) and pj(a� 1).Together with pjn we get pj g
d(aB � 1; n). This g
d is anon-trivial fa
tor of n.



To prote
t the RSA modulus n = pq from fa
toring withthe Pollard's p � 1 algorithm we must ensure that p � 1and q � 1 have large fa
tors.A 
ommon way to do this is to let p0 and q0 be primenumbers of appropriate size and de�ne p = 2p0 + 1, q =2q0 + 1.A prime p is safe is p�12 is also prime.



Dixon's algorithm attempts to �nd numbers x; y 2 Zn,su
h that x2 = y2, but x 6= �y. Then g
d(x + y; n) andg
d(x� y; n) are non-trivial fa
tors of n.1. Somehow �x a set B � P of �small� primes.2. Sear
h for elements x > pn, su
h that all prime fa
torsof x2 mod n are in B. Let d(x; p) be the degree of p 2 Bin the prime fa
torization of x2 mod n.3. Choose elements x1; : : : ; xk, su
h that si =Pki=1 d(xi; p)is even for all p 2 B.4. We have (x1 � � � xk)2 � �Qp2B

p si2 �2 (mod n). Hopefullythese two numbers under (�)2 are neither equal nornegations of ea
h other.



The set B will simply 
ontain the �rst d primes for somed. There is a trade-o�:� If d is small then we need less di�erent x-s to 
ome upwith a set fx1; : : : ; xkg whose produ
t is a square, butx2 mod n has all prime fa
tors in B for less x-s.� If d is large then a larger fra
tion of x2 mod n-s has allprime fa
tors in B but we need more di�erent x-s to
ome up with the set fx1; : : : ; xkg.The sear
h for x-s will typi
ally just 
onsider the numbersj + bpn
, where j 2 N .A variant of the Dixon's algorithm is the quadrati
 sieve.



An RSA modulus n = pq will be fa
tored using this met-hod if p � q.In this 
ase p+q2 is just a little bit larger than pn, so it willbe 
onsidered.Also, �p+q2 �2 mod n = (p+q)24 � n = (p�q)24 whi
h is a smallnumber (hen
e it is likely that all its fa
tors are in B) andmoreover a perfe
t square.The set of xi-s 
an then be a single number � p+q2 .To thwart this atta
k, the lengths of p and q should di�erby a few bits.



We may try to solve the RSA problem (�nd m from n, e,
 = me mod n) as follows (
y
ling atta
k):� Compute 
e mod n, 
e2 mod n, 
e3 mod n, 
e4 mod net
. until 
ek � 
 (mod n) for some k.� Compute: 
ei mod n = �
ei�1�e mod n.� Then 
ek�1 is a suitable m.Generalization of the atta
k: �nd the smallest k, su
h thatg
d(
ek � 
; n) > 1. If this g
d is n then we have solved theRSA problem, otherwise we have fa
tored n.The se
ond 
ase supposedly appears mu
h more frequently,hen
e this atta
k is equivalent to fa
toring.



Let f : f0; 1g� ! f0; 1g� be a fun
tion. f(x) 
ontains par-tial information about x.Is it possible to extra
ting some non-trivial partial infor-mation about m from n, e, 
 = me mod n?I.e. given n, e, 
, 
ompute f(m).We show that for some interesting f -s, extra
ting partialinformation is as hard as �nding the message m.We 
onsider fun
tionsparity(m) = m mod 2half n(m) = j mdn=2ek :



Suppose that there exists an e�
ient algorithm O, su
hthat O(
; n; e) = half n(m), where me � 
 (mod n).We 
an 
ompute m from 
, n, e as follows:� Let bi = O(2ie
 mod n; n; e).� Compute: 2e, 20e
 = 
 and 2ie
 = (2(i�1)e)
 � 2e.� . . . everything modulo n� Return n � blogn
Xi=0 bi2i+1 :



� By querying O(
; n; e) we'll know whether 0 6 m <n=2 or n=2 6 m < n.� Note that 2e
 = (2m)e. By querying O(2e
; n; e) we'llknow whether 2m mod n is smaller or larger than n=2.I.e. we'll know whether(0 6 m < n=4 _ n=2 6 m < 3n=4) or(n=4 6 m < n=2 _ 3n=4 6 m < n) :The answer to the �rst query pi
ks the left or the rightside of _.We have now �xed a quarter of the interval [0; n) where mmust lay.



� The query O(22e
; n; e) = O((4m)e; n; e) allows us to�x an 8th of the interval [0; n) where m must lay.� The query O(23e
; n; e) = O((8m)e; n; e) allows us to�x a 16th of the interval [0; n) where m must lay.� et
.In logn queries the length of the permissible interval willbe at most 1.



Suppose that there exists an e�
ient algorithm Q, su
hthat Q(
; n; e) = parity(m), where me � 
 (mod n).Then we 
an implement O: O(
; n; e) = Q(2e
; n; e).I.e. to 
ompute the size of m, we 
onsider the parity of2m mod n.If m < n=2 then 2m < n and 2m mod n = 2m whi
h iseven.If m > n=2 then 2m > n and 2m mod n = 2n �m whi
his odd.



Other tests of whether the plaintext has a parti
ular shape
an be used to fa
tor n.For example, the RSA Laboratories' Publi
 Key Cryp-tography Standard #1 v. 1.5 spe
i�ed that to en
rypt amessage M , it has to be padded as follows:00j02jjPS jj00jjM;where PS is a random sequen
e of at least 8 non-zero bytes.In 1998 it was shown how to use a subroutine for 
he
kingthe PKCS #1 v. 1.5 
onforman
e of the plaintext to fa
tor n.



Let n = pq be the produ
t of two large primes. We sawthat if we knew a non-trivial square root of 1 modulo nthen we 
ould fa
tor n.In general, if we know x and y, su
h that x 6� �y (mod n),but x2 � y2 (mod n) then we 
an fa
tor n.Indeed, then x2�y2 = (x+y)(x�y) � 0 (mod n), implyingnj(x + y)(x � y), but n divides neither x + y nor x � y.We have g
d(n; x + y) = p and g
d(n; x � y) = q (or vi
eversa).



If n = pq and m 2 Z�n is a quadrati
 residue modulo mthen m has exa
tly four di�erent square roots (modulo n).If one of them is x1 then the other three are the solutionsof 8<: x2 � x1 (mod p)x2 � �x1 (mod q)
8<: x3 � �x1 (mod p)x3 � x1 (mod q)8<: x4 � �x1 (mod p)x4 � �x1 (mod q)Here x1 � �x4 (mod n) and x2 � �x3 (mod n).



Consider the family of fun
tions ffngn2N de�ned byfn(x) = x2 mod nand the distribution of n is su
h that n = pq for randomly
hosen primes p and q of 
ertain (large) size.f is a family of one-way fun
tions unless fa
toring is easy.



Assume that there exists an e�
ient algorithm A, su
hthat �
A(n;m)�2 � m (mod n) :If we want to fa
torize some n = pq then we� Randomly generate x 2 Z2n.� Che
k whether g
d(x; n) > 1. . .� Let y = A(n; x2 mod n).� If x 6� �y (mod n) then� let d = g
d(n; x+ y),� return (d; n=d)else fail.Su

ess probability is 50% be
ause A does not know x.



Rabin's 
ryptosystem: let n = pq where p; q 2 P andp � q � 3 (mod 4). Publi
 key: n. Private key: (p; q).En
ryption: En(m) = m2 mod n.De
ryption: D(p;q)(
) = p
 (mod n).De
ryption is not unique. The message m is assumed to
ontain enough redundan
y, su
h that one of the four pos-sible values of p
 
an be sele
ted.

Later s
hemes over
ome this non-uniqueness.



How to take square roots modulo n?Compute p
 (mod p) and p
 (mod q) and use the Chi-nese Remainder Theorem.How to take square roots modulo p?
 p+14 is one of the square roots of 
 modulo p. p+14 2 Zbe
ause p � 3 (mod 4).Indeed,�
 p+14 �2 = 
 p+12 = 
 � 
 p�12 � 
 � �
p� = 
 (mod p) :

And the other square root modulo p is �
 p+14 .If p � 1 (mod 4) then �nding square roots modulo p isfeasible, but more 
omplex.



Rabin's 
ryptosystem is provably se
ure against 
hosen-plaintext atta
ks.� As long as D(p;q) randomly 
hooses one of four possi-bilites.But it is inse
ure against 
hosen-
iphertext atta
ks.� As long as D(p;q) randomly 
hooses one of four possi-bilites.If redundan
y is taken into a

ount, D(p;q)(x2 mod n) re-turns x with overwhelming probability.� Other three values of px2 are not valid plaintexts.


