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ABSTRACT
We compare and discuss the applicability and trade-offs of different

attribute-based encryption (ABE) schemes to the possible use-cases

of content-centric networking requiring end-to-end encryption of

data with fine-grained access control, where the nature of content

producers and consumers may vary, as well as the required expres-

sivity of policies. We also report on the choice and implementation

of an ABE scheme, as well as the overheads associated with its use.

CCS CONCEPTS
• Networks → Transport protocols; • Security and privacy →
Security protocols.
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1 INTRODUCTION
Named Data Networking (NDN) is one of five projects funded by

the U.S. National Science Foundation under its Future Internet

Architecture Program [19]. NDN changes the network layer in the

network protocol stack, such that packets name content objects,

rather than communication endpoints. This changes the semantics

of the network from delivering packets to a given destination to

fetching data identified by given names. NDN follows a data-centric

security approach, in which the content producer signs all the data

packets it generates. This ensures the integrity and authenticity of

a data packet. It allows to decouple the consumer’s trust from the

network node that served the content, and replaces it with the trust

towards the producer directly.

Signatures provide the data packets with properties similar to

authentic channels in connection-centric networks — known source,

and non-tampering. The properties of confidential channels — known

sink, and non-observation — are captured by encryption primitives,

whose use in content-centric networks requires the solutions to

key distribution and management. To grant content access to au-

thorized consumers, their group should be somehow separated out

the group of recipients, with the publisher not required to keep a

comprehensive list of them.
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Encrypting content to a group of recipients, without having a

comprehensive list of them, matches the functionality of attribute-
based encryption (ABE) [6], more specifically ciphertext-policy ABE

(CP-ABE) [3]. This primitive does away with crisp identities of the

recipients, but assigns a set of attributes to each entity. ABE allows

to encrypt a message for an access policy (essentially a boolean for-

mula) over attributes, so that only users holding private keys with

attributes matching the access structure can decrypt the message.

In an ABE scheme, the users’ keys are issued by some trusted party,

usually called the key generation center (KGC).

2 CIPHERTEXT POLICY ATTRIBUTE BASED
ENCRYPTION

The lifecycle of a CP-ABE instance starts with the KGC generating

the master secret key (MSK) and the master public key (MPK). Using

the MSK, the KGC can issue private keys corresponding to sets

of attributes. Anyone, using the MPK, can encrypt messages for

the access structure they’ve selected; the richness of supported

access structures may vary among different CP-ABE schemes. The

ciphertexts can be decrypted with private keys having the attributes

that satisfy the access structure selected during encryption. Two

different private keys cannot be combined to build a “stronger”

private key.

Different CP-ABE schemes strike different trade-offs between its

functionality and complexity parameters — expressiveness of access

policies, length of keys and ciphertexts, complexity of computations.

These should be compared for their usability in NDN and in various

applications. This comparison and informed choice has been lack-

ing in previous Encryption-based access control (EncBAC) [7, 11]
proposals making use of ABE [14, 18, 21]. Even though a precise

comparison, applicable in all scenarios, may be difficult, we have

nevertheless ventured to compare different schemes, in order to

select one for our application.

The comparison is simplified by most ABE schemes being in-

stances of pairing-based cryptography [5, 10]. Hence the plaintexts

in these schemes are elements of elliptic curve groups, suitable

for encoding a key for symmetric encryption (e.g. AES). The sizes

of keys and ciphertexts can be measured by the number of group

elements it takes to encode them. The computational complexity of

operations can be estimated as the number of expensive operations

— exponentiations and pairings — it takes to perform them, even

though the cost of performing multiple exponentiations does not

always grow linearly with their number.

The most variety in CP-ABE schemes is in the policies they sup-

port. Some of them support all monotone formulas, others support

a more restricted set. Some may also support non-monotone formu-

las, where a ciphertext can be decrypted only with keys that do not
have a certain attribute. Some of them have a separate notion of

revoking a private key. We have tried to characterize a number of

proposed CP-ABE schemes and the policies they support, together
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Table 1: comparison of CP-ABE schemes (n: number of attributes;m: number of users; s: number of (non-negated) attributes
in a key or policy; t : number of negated or revoked attributes in a key or policy; u and v: number of leaves and non-leaves in
the access tree; E: exponentiation; P : pairing; size: number of group elements)

Reference supported policies private key size ciphertext size encryption cost decryption cost

[3] tree of threshold gates 2s + 1 2u + 1 2(u + 1)E 2uP + vE
[4] Conjunction of attributes and their negations 2 3 2E 3E + 2P
[22] Conjunction of attributes and their negations 2n + 1 2 2E 1P
[13] Conjunction of attributes and their negations s + 2 t + 3 0

∗
3P

[17] Formula in negation normal form 4s + 2 3(s + t ) + 2 (5(s + t ) + 2)E + 1P (3s + t (2(s + t ) + 1))P
[15] boolean formula 4s + 2 2s + 3t + 2 (2s + 3t + 2)E 2sP + (3v + 1)E
[12] AND-OR formula n +m + 1 3 + 2s 1P + 3(s + 1)E 1P
[20] (Private) conjunction of attributes m + 2 4 1P + 4E 4P
[1] monotone formula

∗∗
3 + n 3 + s + t (3 + s + t )E + 2P 4P + 2E

[9] boolean circuit 2n + s + t 3 1P + (2 + s + t )E 2P + (s + t )E
∗
Only multiplications of group elements are needed

∗∗
has the notion of users and their revocation

with the computation and storage/communication costs of using

them; the comparison is presented in Table. 1. It is missing certain

“one-time” costs — computation involved in the generation of MSK

andMPK, and the private keys, as well as the sizes of MSK andMPK.

As these costs are incurred significantly less often than the costs

we consider, we believe it is fair to ignore them in our comparison.

Even though a scheme may “naturally” support only a restricted

class of policies, e.g. a conjunction of attributes, it is still possible to

encode more complex policies, although this may incur a significant

computational cost. For example, support for disjunction in policies

can be provided even if the scheme does not “naturally” have it

— one may encrypt the same symmetric key several times, under

different policies.

More significantly, instead of negating an attribute in the policy,

we could introduce two different attributes — the “positive” and

the “negative”. In this way, monotone policies would be sufficient.

However, each key would have a lot of attributes associated to it.

Also, instead of having a separate notion of revoking a private key,

we could introduce a separate attribute for each user of the system.

Revoking that user would mean negating the corresponding at-

tribute in future ciphertexts. But this will increase the total number

of attributes in the system. The actual cost of such steps can be

found from Table 1.

A system supporting the revocation of users would have a revo-
cation authority), possibly equal to the KGC, who is trusted to make

statements about the revocation status of users. This authority pe-

riodically publishes (under a predefined name) the list of revoked

users, and signs it. A content producer obtains that list by post-

ing an interest for this name, verifies the signature, and adds the

negated attributes of revoked users to the policy of the ciphertext

of any content it subsequently produces.

3 OUR APPLICATION
In our application, data is produced by a variety of devices, some

of which are heavily resource-constrained. The decryption of data

takes place in smartphones and more powerful devices. Hence we

are looking for a scheme where the encryption cost and ciphertext

size are small.

Our policies are mostly just conjunctions of attributes. However,

we need to be able to revoke the decryption ability of individual de-

vices that have been assigned private keys. The number of revoked

devices is assumed to not grow large.

Hence we have chosen the Lubicz-Sirvent scheme [13] for our

application. In addition to “normal” attributes, we will also intro-

duce a separate attribute for each decryption device. The central

authority distributes the decryption keys, as well as the lists of

attributes of revoked devices. When encrypting, the data producers

add the negations of revoked attributes to the policy.

We have implemented the scheme [13] and measured its over-

heads (compared to no confidentiality protection) in certain sce-

narios. In particular, we timed the overhead of encryption when

downloading files of different sizes over NDN. Here the overhead

consisted of downloading the ABE-encrypted symmetric key pro-

tecting the actual file, performing the ABE-decryption to obtain

the symmetric key, and then decrypting the encrypted file. On a

network consisting of a single node, with 1 − −10 users, simultane-

ously downloading a 50 − −500MiB file decryptable for them all,

we saw timing overheads in the range of 50 − −100%.

The scheme [13] was originally presented as using a symmetric
pairing scheme. Due to the advances in cryptanalysis of pairing-

based cryptography [2, 8], we have adapted their scheme to use

asymmetric pairings. We have used the PARI library [16] for alge-

braic computations. The source code of the implementation will be

made public.
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