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A cryptographic primitive

A primitive is made up of
m its interface

[0 like an abstract data type
[0 method signatures and equalities (e.g. Dy (Ex(z)) = x)

m its security definition, made up of

[0 the interface and implementation of an experiment
[0 the success criterion for the adversary

= either “guess a bit" or “set a bit”"

(more complex security definitions are possible, too)
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Picture

pick the bit b

bad

P € P is (AU, e)-secure if for all A € A:

1
Prlbad = 1] < e APrjb =0%] < 5 te

The actual difference of these probabilities from 0 resp. 1/2 is the
advantage of A.
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IND-CPA-secure asymm. encryption

m ‘P has
[0 the methods keygen (nullary, returns a pair), enc, dec (binary);

= all arguments and values are bit-strings;
= the plaintext is /. bits long.

0 the equality: (pk, sk) := keygen(); dec(sk, enc(pk,x)) is
equivalent to (pk, sk) := keygen(); x
m  FEp.c has the methods
O init() is (pk, ) := P.keygen(); b il {0,1}; return pk.
lor(My, M) is return B.enc(pk, M,).

Both methods can be called only once, in correct order.
My and M; must be £, bits long.

I
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One-way trapdoor permutation

m Pigp has [same as asymm. enc.]
0 the methods keygen (nullary, returns a pair), enc, dec (binary);

= all arguments and values are bit-strings;
= the plaintexts and ciphertexts are ¢, bits long.

(£p > L)
0 the equality: (pk, sk) := keygen(); dec(sk,enc(pk,x)) is
equivalent to (pk, sk) := keygen(); x
u Eovvf IS
0 init() is (pk, ) == P.keygen(); = <= {0, 1}%:
return(pk, P.enc(pk, x)).

0 guess(y) is if x =y then bad := true.
[0 Both methods can be called only once, in correct order.

Example: “plain” RSA
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Guessing only

Assume that E does not output the bad-bit.
This assumption is wlog.:

Instead, let E have a method bad?() that, when queried at the end
of the execution, returns b A bad.

0 A may not access E any more after making the bad”-query.
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One-way trapdoor permutation

m Pigp has [same as asymm. enc.]
0 the methods keygen (nullary, returns a pair), enc, dec (binary);

= all arguments and values are bit-strings;
= the plaintexts and ciphertexts are ¢, bits long.

(£p > L)
0 the equality: (pk, sk) := keygen(); dec(sk,enc(pk,x)) is
equivalent to (pk, sk) := keygen(); x

| EOWf IS
0 init() is (pk,_) := P.keygen(); z <= {0, 1}%; b < {0, 1}
return(pk, P.enc(pk, )).

0 guess?(y) is return (if x = y then b else 0).
[0 Both methods can be called only once, in correct order.
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Reductions

Let *3; and Ps be two primitives, with security definitions E; and
E2.

Let C be an algorithm, such that for all P, € [3; we have

P [|C € PBo.

A cryptographic reduction is a claim of the form “if P, is a

(A1, £1)-secure instance of 3; then P;||C is a (s, £2)-secure
instance of P," .

A black-box proof of that claim consists of

0 an algorithm S (the simulator);

[l proof that if .AQ c Q[Q then SH.AQ c 911;

[0 proof that if some A5 has the advantage > ¢, against some
P1||C then S||Ay has the advantage > e against P;.
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Picture

Es

Bo
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Example: OAEP

Implements ‘Bep. using Piqp.
Uses two functions (random oracles) G : {0, 1} — {0,1}% and

H:{0,1}% — {0,1}» "

C.keygen simply calls PBq,.-keygen.

C.enc(pk,z) is r - {0, 1}~ te: s := G(r) ® a; t := H(s) ® r;
return Pig,.enc(pk, s||t).

Under encryption:

G(r)®x |

|
S H H(s)®r

C.dec is its inverse. ..
A simulator has been proposed. ..
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Picture
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Problems with the approach

m S may be quite complex.

[0 Other components may be complex, too:
0 We are comparing C||Es with E4|S.

m It may be quite hard to prove that S||.A, has large advantage.
m  Example: OAEP was proposed in Eurocrypt '94. The flaw in the

proof (of IND-CCA-security) was found in 2000.
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Problems with the approach

S may be quite complex.

[0 Other components may be complex, too:
0 We are comparing C||Es with E4|S.

It may be quite hard to prove that S||.A; has large advantage.
The proof is even more complex if C is parameterized somehow. E.g.

0  (P1, Eq) is secure encryption;

[1 ‘B, are programs in some programming language;

0 Es requires a program to have (computationally) secure
iInformation flow:

[0 C € ¢ are the programs that are accepted by some static
checking mechanism.

Example: my PhD-thesis (year 2002):

0 ¢ — 9 pages. S and the correctness proof — 65 pages.
[0 Do you think that the proof is correct?
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Everything iIs program code

E;, E5 can be written down in some programming language.

[0 We can be very precise here.
0 We fix the semantics of the programming language.

The same holds for C.
If we are given a family € then we still can consider its elements as
programs.

The programs E; and E; generate the random bit 6 somewhere
inside their code.
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Specializing E

Given E, define E! and E° as follows:

0 E!islike E, but instead of randomly generating b, it has b := 1.
O E is like E, but instead of randomly generating b, it has b := 0.

Let b; be the random bit output by A if it runs in parallel with
P e P and E°.

P € P is (A, e)-secure if for all A € 2, the distance of the
distributions by and by is at most ¢.
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Program transformations

Let P, be (2, e1)-secure instance of ¥; with security definition E;.
Consider the construction C and the environment Es.

Suppose that C||E, = D||ES.

Suppose that for all A € 2, we have D||A € ;.

Then no A € 2, can distinguish

P{|D|E; and Pi|D|E;

with advantage of more than ;.
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Program transformations

Let P, be (2, e1)-secure instance of ¥; with security definition E;.
Consider the construction C and the environment Es.

Suppose that C||E, = D||ES.

Suppose that for all A € 2, we have D||A € ;.

Then no A € 2, can distinguish

P{|D|E; and Pi|D|E;

with advantage of more than ;.

Suppose now that D||E{™" = D’||E with D’||.A € &, for all

A e As.

Then no A € 2, can distinguish P, ||D’||E; and P, ||D’||E with an
advantage of more that ¢;.

By triangle inequality, no A € 2, can distinguish P;||D||/E® and

P ||D’||EXY with an advantage of more than 2¢;.
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Picture

Teooriapdevad Pdlvas, 25.-27.01.2008 — 16 / 73



Picture

Teooriapdevad Pdlvas, 25.-27.01.2008 — 16 / 73



Picture

Teooriapdevad Pdlvas, 25.-27.01.2008 — 16 / 73



Picture

Teooriapdevad Pdlvas, 25.-27.01.2008 — 16 / 73



Picture

Teooriapdevad Pdlvas, 25.-27.01.2008 — 16 / 73



Analysis strategy

Transform C||E5 until we reach a program that does not use b.
Allowed transformations are given by the security definition(s) of the
primitive(s) that C uses.

[0 These transformations come with the upper bound of the
advantage of distinguishing the original and final program.

Also allowed are changes that do not change the observable
semantics of the program.

The probability that b can be guessed in the original program is no
more than the sum of advantages associated with transformations.
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OAEP

G(x): H(y): init():

if Glz] # L if H[y] # L (pk, ) := keygen()
return G|z] return H[y] b {0,1}

Glz] & {0, 1} Hly] & {0,1 %% return pk

return G|z] return H [y

|OF(M0, Ml)

& {0, 1}t

S G( ) D Mb

t:=H(s)®r

z = s||t

w = enc(pk, z)

return w

Assume wlog. that A does not repeat queries to G and H
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if Glx] # L
return G|z]
Glz] <& {0, 1}

return G|x]

|OF(M0, Ml)i

r & L0, 1)t
s:= G(r) ® M,
t:=H(s)®r

z = s||t

w = enc(pk, z)
return w

Inline G and H. ..

OAEP

H(y):
if Hly| # L

return H |y]
H[y] & {0, 1}

return H |y]

init():

(pk,-) := keygen()
b {0,1}

return pk
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OAEP

G(z): H(y): init():

ifGlz] # L f Hly] # L (pk, -) == keygen()
return G|z| return H |y] p & {0,1}

Glz] & {0, 1} Hly] & {0,1 %% return pk

return G|z] return H [y

lor( My, My):

{0, 1}t

(if G|r] = L then R := G|r] & {0,1}* else R := G[r]); s .= R® M,
(if H[s] = L then S := HJ[s] <= {0,1}%% else S := H]s]): t := S&br
z = s||t

w = enc(pk, 2)

return w

Distinguishing advantage: 0
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OAEP

G(z): H(y): init():

ifGlz] # L f Hly] # L (pk, -) == keygen()
return G|z| return H |y] p & {0,1}

Glz] & {0, 1} Hly] & {0,1 %% return pk

return G|z] return H [y

lor( My, My):

r &8 £0, 1)1t

(if G|r] = L then R := G|r] & {0,1}* else R := G[r]); s .= R® M,
(if H[s] = L then S := HJ[s] <= {0,1}%% else S := H]s]): t := S&br
z = s||t

w = enc(pk, 2)

return w

Pre-generate R and S. ..
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OAEP

G(z): H(y): init():

ifGlz] # L f Hly] # L (pk, -) == keygen()
return G|z| return H |y] p & {0,1}

Glz] & {0, 1} Hly] & {0,1 %% return pk

return G|z] return H [y

lor( My, My):

r & £0, 1M R {0, 1 e § & {0, 1)}t

(if G|r] = L then G|r] := R else R := G]r]); s .= R® M,
(if H|s] = 1 then H[s]:= S else S:=H|s|);t: =S Dr

z = s||t

w = enc(pk, z)

return w

Distinguishing advantage: 0
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OAEP

G(z): H(y): init():

ifGlz] # L f Hly] # L (pk, -) == keygen()
return G|z| return H |y] p & {0,1}

Glz] & {0, 1} Hly] & {0,1 %% return pk

return G|z] return H [y

lor( My, My):

r & £0, 1M R {0, 1 e § & {0, 1)}t

(if G|r] = L then G|r] := R else R := G]r]); s .= R® M,
(if H|s] = 1 then H[s]:= S else S:=H|s|);t: =S Dr

z = s||t

w = enc(pk, z)

return w

Create R and S during initialization. . .
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OAEP

G(x): H(y): init():

if Glz] # L if H[y] # L (pk, ) := keygen()
return G|z] return H [y] b {0,1}

Gla] = {013 Hp) < {01} R 2o 1)t

return G|z] return H [y g 2t {0, 1}t

return pk

|OF(M0, Ml)i

r &8 L0, 1) e,

(if G[r] = L then G[r] :== R else R := G|r]); s @Mb

(if H|s|] = 1 then H[s| := S else S := H|s|); t :=

z = s||t

w = enc(pk, z)

return w

Distinguishing advantage: 0
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OAEP

G(x): H(y): init():

if Gla] # L if Hly] # L (pk,-) := keygen()
return G|x] return H [y] p (0,1}

Gla] < {0,1}% Hly] < {0,1}%~%  p B (g 1}

return G|z] return H [y g 2t {0, 1}t

return pk

|OF(M0, Ml)i

r &8 L0, 1) e,

(if G[r] = L then G[r] :== R else R := G|r]); s @Mb

(if H|s|] = 1 then H[s| := S else S := H|s|); t :=

z = s||t

w = enc(pk, z)

return w

Why could this be?
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OAEP

G(x): H(y): init():

ifz=r ify=s (pk, ) := keygen()
return R return S o {0,1}

G[z] & {0,1}" Hlyl = {0,117 p B 1o 11k

return G|z] return Hy| g B {Ojl}zp’—ze

return pk

|OF(M0, Ml)i

r e {0,1)te,

(if G[r] = L then G[r] :== R else R := G|r]); s @Mb

(if H[s| = L then H[s| := S else S := H][s]); t :=

z = s||t

w = enc(pk, z)

return w

Distinguishing advantage: 0
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OAEP

G(x): H(y): init():

ifx=r ify=s (pk, -) := keygen()
return R return S o {0,1}

G[z] & {0,1}" Hlyl = {0,117 p B 1o 11k

return G|z] return H [y G R {0:1}%_66

return pk

|OF(M0, Ml)i

r e {0,1)te,

(if G[r] = L then G[r] := R else R := G|r]); s @Mb

(if H[s| = L then H|[s| := S else S := H|[s]); t :=

z = s||t

w = enc(pk, z)

return w

These assighments are dead
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G(x):
ifx=r

return R
Glr] & {0, 1}
return G|x]

|OF(M0, Ml)i
r & {0, 1} te;

(if G|r] # L then R :=
(if H|s| # 1 then S := H|s]);

z = s||t
w = enc(pk, z)
return w

OAEP

H(y):
ify=-s
retL;%rn S
Hly] < {0,1}»*
return H |y

Glr]); s .= R® M,
) S

Distinguishing advantage: 0

init():

(pk,-) := keygen()
b {0,1}

R & {0, 1},

S & (0,1}t
return pk
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More analysis strategy

The transformed program contains a bit bad, initially false.

0 Similar to, but formally not related to the bit bad we had earlier
for expressing integrity properties.

The program may contain statements setting bad to true.
The program never reads bad.

= Setting bad does not change the observable behaviour.
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The transformed program contains a bit bad, initially false.

0 Similar to, but formally not related to the bit bad we had earlier
for expressing integrity properties.

The program may contain statements setting bad to true.
The program never reads bad.

= Setting bad does not change the observable behaviour.

A transformation may not remove the settings of bad.
We may freely change the code that is executed only if bad is set.
The distinguishing advantage is assumed to be 0.
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More analysis strategy

The transformed program contains a bit bad, initially false.

0 Similar to, but formally not related to the bit bad we had earlier
for expressing integrity properties.

The program may contain statements setting bad to true.
The program never reads bad.

= Setting bad does not change the observable behaviour.

A transformation may not remove the settings of bad.

We may freely change the code that is executed only if bad is set.
The distinguishing advantage is assumed to be 0.

Actually we may remove occurrencies of setting bad.

[0 But we must pay as the distinguishing advantage
Pr.|bad = true] — Pr,|bad = true].
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G(x):
ifx=r

return R
Glr] & {0, 1}
return G|x]

|OF(M0, Ml)i
r e {0,1)te,

(if G|r] # L then R :=
(if H|s| # 1 then S := H|s]);

z = s||t
w = enc(pk, z)
return w

OAEP

H(y):
ify=-s
retL;%rn S
Hly] < {0,1}»*
return H |y

Glr]); s .= R® M,
) S

Collisions are generally bad. ..

init():

(pk,-) := keygen()
b {0,1}

R & {0, 1)

S & (0,1}t
return pk
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OAEP

G(x): H(y): init():
ifz=r ify=s (pk, ) := keygen()
bad := true return S b {0,1}
return R z Hly] < {0,1}> oyl [0, 11%;
Glx] — {0,1}% return H [y] R s
S —{0,1}» %
return G|z]
return pk
|OF(M0, Ml)i
r e {0,1)te,
(if G|r] # L then bad := true; R := G|r|); s := R® M,
(if H|s| # L then bad :=true; S := Hls]); t:=S@r
z = s||t
w = enc(pk, z)
return w

Distinguishing advantage: 0
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OAEP

G(x): H(y): init():
ifz=r ify=s (pk, ) := keygen()
bad = true return S b {0,1}
etun R Hlyl = {0,117 p B 1o 11k
Glx| — {0, 1} return H [y]

S & 0,1}t

return G|z] return pk

|OF(M0, Ml)i

r e {0, 1)t

(if G|r] # L then bad := true; R := G|r|); s := R® M,
(if H|s| # 1 then bad := true; S := H|s|); t:= S5

z = s||t
w = enc(pk, z)
return w

After bad, nothing matters
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OAEP

G(x): H(y): init():

ifz=r ify=s (Pk, -) := keygen()
baa}fq:: true return S p & {0,1}

Glz] < {0, 1} Hlyl = {0,117 p B 1o 11k

return G|x] return H [y] ]

S &L {0, 1}t
return pk
|OF(M0, Ml)i

r e {0,1)te,
(if G|r] # L then bad := true); s := R ® M,
(if H|s| # L then bad :=true); t =S dr

z = s||t
w = enc(pk, z)
return w

Distinguishing advantage: 0
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OAEP

G(x): H(y): init():

ifz=r ify=s (pk, ) := keygen()
baa}fq:: true return S p (0,1}

Glz] & {0,1}" Hlyl = {0. 1177 p 2 g qye.

return G|z] return H [y Lo

S &L {0, 1}t
return pk
|OF(M0, Ml)i

r e {0,1)te,
(if G|r] # L then bad := true); s := R ® M,
(if H|s| # L then bad :=true); t =S dr

z = s||t
w = enc(pk, z)
return w

s is just a random value (and R is dead)
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OAEP

G(x): H(y): init():

ifz=r ify=s (pk, ) := keygen()
bad := true return S b {0,1}

Gla] < {0, 1} Hlyl < {0,137 g R 1o v

return G[z] return H[y] eturn p}c

|OF(M0, Ml)i

r &8 L0, 1M te:

(if G[r] # L then bad := true); s <~ {0, 1}6
(if H[s| # L then bad := true); t : = S &

z:=s||t
w = enc(pk, z)
return w

Distinguishing advantage: 0
The bit b has disappeared. Now we have to bound the probability of bad.
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OAEP

G(x): H(y):
ifx=r if y=-s

bad := true return S
Glz] < {01} Hly) < {0, 1}
return G|z] return H [y
|Or(]\407 M1>:

& {0, 1},

(if G[r] # L then bad := true); s < {0,
(if H|s| # L then bad := true); t : = S &
z:=s||t

w = enc(pk, z)

return w

This does not happen often. ..

init():

(pk, -) := keygen()

S & {0, 1}t
return pk
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OAEP

G(x): H(y): init():

ifz=r ify=s (pk, ) := keygen()
bad := true return .5 S &L {0, 1}t

Glz] < {0,1}" Hly] < {0,1}%~" return pk

return G|z] return H |y

|Or(]\407 Ml):

r & {0, 1}t

s 44 {0, 1}

t:=5@&r

z:=s||t

w = enc(pk, z)

return w

Distinguishing advantage: qg/2% % + q /2"
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OAEP

G(x): H(y): init():

ifz=r if y=s (pk, ) := keygen()
bad := true return .5 S &L {0, 1}t

Glx] < {0,1}" Hly] < {0,1}%" return pk

return G|z] return H |y

|Or(]\407 M1>:

{0, 1}t

s 44 {0, 1}

t:=5dr

z:=s||t

w = enc(pk, 2)

return w

Regroup. ..
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OAEP

G(x): H(y): lor( My, My):

if lor A (x =) if lor A (y = s) lor := true
bad := true return S return w

Glz] & {0, 1} Hly] & {0,1}6—t

return G|x] return H |y

init():

(pk, -) := keygen()
S & 0,1}t

r e {0, 1}t

s & {0,1}%
t:=5@&r

z = s||t

w = enc(pk, 2)
return pk

Distinguishing advantage: 0
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G(x):
if lor A (x =)
bad := true

Glz] & {0, 1}
return G|x]

init():

(pk, -) := keygen()
S & {0, 1} et
e {0,1)t

s & {0,13
t:=5®r

z = s||t

w = enc(pk, 2)
return pk

Regroup. . .

OAEP

H(y):

if lor A (y = s)
return S

Hy] < {0, 1}

return H |y

|OF(M0, Ml)Z

lor := true
return w
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OAEP

G(x): H(y): lor( My, My):

if lor A (x =) if lor A (y = s) lor := true
bad := true return S return w

Glz] & {0, 1} Hly] & {0,1}6—t

return G|x] return H |y

init():

(pk, -) := keygen()
S & {0, 1}t

t e {0,1}e b

s & {0,1}%
r=95®t

z = s||t

w = enc(pk, 2)
return pk

Distinguishing advantage: 0
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G(x):
if lor A (x =)
bad := true

Glr] & {0, 1}
return G|x]

init():

(pk, -) := keygen()
S & {0, 1}t

t e {0,1}e b

s & {0,1}%
r=95®t

z = s||t

w = enc(pk, 2)
return pk

Copy propagation. . .

OAEP

H(y):

if lor A (y = s)
return S

Hy] < {0, 1}

return H |y

|OF(M0, Ml)Z

lor := true
return w
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G(x):
if lorA(x=85®t)
bad := true

Glr] & {0, 1}
return G|x]

init():

(pk, -) := keygen()
S & {0, 1}t

L {0, 1}t

s & {0,1}%

z = s||t

w = enc(pk, z)
return pk

OAEP

H(y):

if lor A (y = s)
return S

Hy] & {0, 1}%*

return H |y

Distinguishing advantage: 0

|OF(M0, Ml)Z

lor := true
return w

Teooriapdevad Pdlvas, 25.-27.01.2008 — 32 / 73



G(x):
if lor A (x=5®t)
bad := true

Glr] & {0, 1}
return G|x]

init():

(pk, -) := keygen()
S & {0, 1}t

L {0, 1}t

s & {0,1}%

z = s||t

w = enc(pk, z)
return pk

OAEP

H(y):
if lor A (y = s)
return S «—

R _
H[y] & {0, 1}~
return H |y

Mark that we have been there. Regroup

|OF(M0, Ml)Z

lor := true
return w
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G(x):

if lorAN(x®t=2>9)
bad := true

Glr] & {0, 1}

return G|x]

OAEP

H(y):
if lor A (y = s)
d := true
return S
Hy] & {0, 1}

return H [y|

Distinguishing advantage: 0

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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G(x):
if lorN(zdt=.9)
bad := true

Glr] & {0, 1}
return G|x]

OAEP

H(y):
if lor A (y = s)
d := true
return S
Hy] & {0, 1}

return H [y|

Consider both cases of d

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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OAEP

G(x): H(y):
if d if lor A (y = s)
if lorA(x®t=.1S5) d:=true
bad := true return S
else H[y] & {0, 1}t
if lor AN(x@®t=S5) return H|y]
bad := true

Glz] & {0, 1}
return G|z]

Distinguishing advantage: 0

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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OAEP

G(x): H(y):
if d if lor A (y = s)
if lorA(x®t=.1S5) d:=true
bad := true return S
else H[y] & {0, 1}t
if lor N(x@®t=25) return H|y|
bad := true

Glz] & {0,1}%
return G|z]

No previous use of S.

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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OAEP

G(x): H(y): lor( My, My):
if d if lor A (y =s) lor := true
if lorA(x@®t=.1S5) d:=true return w
bad := true return S
Glz] & {0, 1} Hly] & {0,130~ init():
return G|z return H |y] (pk, ) := keygen()

S &L {0, 1)}t

return pk

Distinguishing advantage: 1/2%
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OAEP

G(x): H(y): lor( My, My):
if d if lor N\ (y =5) lor := true
if lorA(x®t=S) d:=true return w
bad := true return S
Glz] & {0, 1} Hly] & {0,130~ init():
return G|z| return H |y] (pk, ) := keygen()

S & 0,1}t

return pk

Clean up control flow. Regroup
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G(x):

fdA(x® S =1t)
bad := true

Glr] & {0, 1}

return G|x]

OAEP

H(y):
if lor A (y = s)
d := true
return S
Hy] & {0, 1}

return H [y

Distinguishing advantage: 0

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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OAEP

G(x): H(y): lor( My, My):
fdA(z® S =t) if lor A (y = s) lor := true
bad := true d := true «— return w
G|x] il {0, 1}* return S
return G|x] H |y £ {0, 1}fp—te init():
return H [y (pk, ) := keygen()

S & 0,1}t

return pk

Save y after guessing s
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G(x):
fdA(x® S =1t)
bad := true

Glr] & {0, 1}
return G|x]

OAEP

H(y):
if lor A (y = s)
d = true
Yyt =y
return S
Hly] < {0, 1}~
return H |y

Distinguishing advantage: 0

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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G(x):
fdAN(z® S =1t)
bad := true

Glr] & {0, 1}
return G|x]

OAEP

H(y):
if lor A (y = s)
d = true
Yyt =y
return S
Hly] < {0, 1}~
return H |y

Here d = lor A (y* = s)

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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G(x):
if lor A (y* = s)A\
(xS =1t)
bad_:= true
Glr] & {0, 1}
return G|z]

OAEP

H(y):
if lor A (y = s)
d := true
Yyt =y
return S
Hy) = {0, 1}
return H |y

Distinguishing advantage: 0

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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G(x):
if lor A (y* = s)A\
(xS =1t)
bad := true

Glz] & {0, 1}
return G|z]

OAEP

H(y):
if lor A (y = s)
d := true
Y=y
return S
Hly] < {0, 1}~
return H |y

Regroup. This is dead. First use of S

|OF(M0, Ml)Z

lor := true
return w

init():
(pk, -) = keygen()
S & {0, 1}t

return pk
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OAEP

G(x): H(y): lor( My, My):

if lorA if lor A (y = s) lor := true

(v*||[(x & S) = s]|t) y* =y return w

bad := true g £ {0, 1}t
Gla] < {0, 1} return S init():
return G|[z] Hly] & {0,1} ot (pk, _) := keygen()
return H|[y] t & 10,1}

s & {0,1}%
z:=s||t
w = enc(pk, z)
return pk

Distinguishing advantage: 0
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G(x):

if lor N\

(Y |l(z & S) = s||t)
bad := true

Glz] & {0, 1}
return G|z]

Store S as H |y*|

OAEP

H(y):

if lor A (y = s)
y =y
S & {0, 1}t
return S

R ~
H[y] < {0, 1}~
return H |y

|OF(M0, Ml)Z

lor := true
return w

init():
(pk,-) := keygen()
{0, 1} te

~~
> =

return pk
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G(x):

OAEP

if lor A (y*[|(x & H[y*]) = s||t)

bad = true
G[z] < {0, 1}
return G|x]

H(y):
if lor A (y = s)
y =y

R _
H[y] < {0, 1}~
return H [y

Distinguishing advantage: 0

IOI’(M(), Ml)i

lor := true
return w

init():
(pk, -) := keygen()
{0, 1}t

~~
> =

return pk
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G(x):

OAEP

if lor A (y*[|(z © Hly"]) = s[|t)

bad = true
Glz] < {0, 1}
return G|x]

H(y):
if lor A (y = s)
y =y
Hly] < {0,1}"
return H [y

Consider any y* where H|y*| has been defined

IOI’(M(), Ml)i

lor := true
return w

init():

(pk, -) := keygen()
L {0, 1}t

s & {0,1}%
z:=s||t

w = enc(pk, z)
return pk
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G(x):

if lor A Jy* = (y*||(x ® H|y*]) = s||t)

bad = true
Glz] < {0, 1}
return G|x]

H(y):
if lor A (y = s)
y =y

R _
H[y] < {0, 1}~
return H [y

Distinguishing advantage: 0

OAEP

IOI’(M(), Ml)i

lor := true
return w

init():
(pk, -) := keygen()
{0, 1}t

~~
> =

return pk
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G(x):

OAEP

if lor A Jy* : (y*||(x ® H|y*]) = s||t)

bad = true
Glz] < {0, 1}
return G|x]

H(y):
if lor A (y = s)
y =y

R _
H[y] < {0,1}%~%
return H [y|

This is dead. Directly generate z

|OI’(M0, Ml)i

lor := true
return w

init():

(pk, -) := keygen()
t & L0, 1)t

s < {0, 1}
z:=s||t

w = enc(pk, z)
return pk
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OAEP

G(x): lor( My, My):
if lor AJy* : (v*||(xz @ H[y*]) = 2) lor = true

bad := true return w
Glr] & {0, 1}
return G|x] init():

(pk, -) = keygen()

H(y): 2 & 0,1}
Hly] & {0,115 w := enc(pk, 2)
return H [y return pk

Distinguishing advantage: 0
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OAEP

G(x): lor( My, My):
if lor A Jy* : (y*||[(z ® Hly*]) = 2) lor = true

bad := true return w
Glr] & {0, 1}
return G|x] init():

(pk, -) = keygen()

H(y): 2 & {0, 1)}
Hly] & {0,115 w := enc(pk, 2)
return H [y return pk

Check only a single y* (randomly chosen)
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OAEP

G(x):

y* < {y | def(H[y])}

it lor A (y*||(x & Hly*]) = 2)
bad := true

Glz] & {0, 1}

return G|x]

H(y):

Hy] < {0, 1}
return H |y

Distinguishing advantage: ¢ times

IOI’(M(), Ml)i

lor := true
return w

init(
(pk, -) = keygen()
2 {0,1}%

w = enc(pk, 2)
return pk

N——"
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OAEP

G (). lor( My, My):
v & (| def(HIy)) S
lor A ("2 & Hly') = 2 o
baai;:: trueﬁ init():
Glx] — {0, 1} (pk, -) := keygen()

return G|x] K 10 130
z < {0,1}

H(y): w = enc(pk, 2)

Hiy| ﬁ{O 1}€p_€e return pk

return H |y

Ewr.guess. Egyr.Init.
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OAEP

G(x): lor( My, My):

y & {y | def(Hy)} or e

if lor \ Eqys.guess(y*||(x & H|y*])) return w

baa;__{:: true nit():

Glz] — {0, 1}* Yy .

return Gz (pk, w) := Egwt.init()
return pk

H(y):

Hly] < {0, 1}
return H |y

Distinguishing advantage: 0

Teooriapdevad Pdlvas, 25.-27.01.2008 — 44 / 73



OAEP

G(x): lor( My, My):

y & {y | def(H[y))) or e

if lor \ Eqys.guess(y*||(x & H|y*])) return w

bacé:: true nit()

Glz] < {0,1}% nty- .

return G|z] (pk, w) := Egwt.init()
return pk

H(y):

Hy] < {0, 1}
return H [y]

This is always false. This is dead
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OAEP

G(x): lor( My, My):
G[SIS] ﬁ {O,l}ge ZO;I:“ :— true
return G|x] return w
H(y): init():

— ) (pk, w) := Egwt.init()
Hly] < {0,1}%% return pk

return H |y
Distinguishing advantage: 0
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OAEP

G(x): lor( My, My):

G[SB] ﬁ {O 1}56 lor := true

return G|x] return w

H(u): init():

MR » [k, ) = By init()
Hly| < {0,1}>* return pk

return H [y
Probability of setting bad is at most q¢ - €owt

We should now add up all the advantages we encountered. The result

will be

gc +1  qum
9lp—Le + e

dGYHE owf +
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Secure information flow

Programs in a simple imperative language. The set of variables Var
is partitioned into Vary and Var,.

P :=x:= FE|skip| P ; P, |if b then P, else P, |while b do P
E:=ux|o(ly,..., Ey).

The semantics of o is a probabilistic function from ({0, 1}*)* to
{0, 1},

Program state — a mapping from Var to {0, 1}*.

The semantics | P] maps the initial state S to the probability
distribution D of final states.

Sy~ Sy iff Si(x) = S(x) for all x € Vary.

D1 ~1, D5 iff for all states .S,

Pr[S) ~1, S|S1 « D1| = Pr[S5 ~1, S| Sy« Ds).

P has secure information flow if S7 ~p, Sy implies

[P](51) ~1 [P](52).
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Types for secure information flow

Variable, expression and command types: h and /.

[0 Expression of type [ does not depend on secret data.
[0 Variable of type ¢t may store and stores data of level ¢.
[0 Command of type h does not assign to variables of type .

A typing I' maps variables to types.
The types are ordered: [ < h.

This defines us the operations for least upper bound and greatest
lower bound.
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Type system

MFax:t I'FFE:ty C'Fo(Ey,..., Byt

Nz)=t THE:t Pty t1 >t
I'Fx:=FE:t I'-skip: h ' Pty

I'EP:t THEP:t I'Eb:t TTHEP:t T'HPFPy:t
I'E P Pyt I'Fif b then P, else P : t

I'Eb:t T'EHEP:t
['while bdo P :t

If ' = P :t then P has secure information flow, where the levels of the
variables are given by I'.
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Type system and program transformation

'z)=1 THE:I ['(z)=~h
' =F:l—>x:=F I'Fx:=FE:h<— skip
I'P:ty — P t; >t
[' F skip : h — skip I'EP:ty— P
'-P:t—P T'FP:t— P
'+ P P:t— P[Py
'-v6:0 TP :l—P TkHFP:l—P
[ if b then P, else P, : [ — if b then P| else P,
I'Eb:l THEP:l— P
I' - while b do P : [ — while b do P’
I'-b:h 'FPL:h—P T'FPR:h—P
['if b then P else P, : h — skip

I'-b:h I'EP:h— P
I'~ while b do P : h — skip
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Type system and program transformation

'z)=1 THE:I ['(z)=~h
'z =F:l—2x:=F I'Fz:=F:h<— skip
Fl_PZtl%Pl tlztg

f ' P :t < P’ then Pty — P
m P has secure information flow; 1t — P
. /
[0 levels of variables are given by I' rE

= Forall states S, [P](S) ~. [P](S) ~T2il—D
b then P| else P,

m P’ does not use variables in T'({h}) >
iile b do P’

[0 Easy to prove inductively.

Hence P’ justifies the typing of P. - Py :h— P,
['if b then P else P, : h — skip

I'EFb:h T'THEFP:h— P
I' = while b do P : h — skip
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Symmetric encryption in programs

m  Operations kgen (nullary) and enc (binary).
m  IND-CPA security: E.,. has methods:

O init(): b & {0,1}; k1 := kgen(); if b =1 then ky := kgen() else
kg — kl.

O  encrypt(i,x): if b =1 then return enc(k;, x) else return
enc(k;,C'), where C'is a fixed constant.
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Symmetric encryption in programs

Operations kgen (nullary) and enc (binary).
IND-CPA security: Eg,. has methods:

O init(): b & {0,1}; k1 := kgen(); if b =1 then ky := kgen() else
k2 — kl.

O  encrypt(i,x): if b =1 then return enc(k;, x) else return
enc(k;,C'), where C'is a fixed constant.

In terms of programs it means that

0 Let ¢4, {5 be two locations in the program where a key is
generated.

[0 Let the keys generated at /1, {5 be used only in encryptions.

[0 Then

» the second location may be deleted (made an assignment of
a key generated at the first location)

= All encryptions with keys generated at ¢; or /5 may be
replaced by the encryptions of C.
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Computational SIF

m  Previous definition of secure information flow is too strong.
m  Computationally secure information flow:

0 b {0, 1)

adversary chooses states .Sy, 51, such that Sy ~p, 5.
S «— [P](Sy), give S|var, to adverary.

Adversary tries to guess b.

1 O O
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A type system for CSIF

Let L be the set of points in program P where a key is generated.
Resources R = {h} U L.
Basic types Ty = {tx |t € R, K C L}

0 Order: tx <t ift=1tand K O K.
Information types T = P(Ty)/ =.

0 {lp,0'} ={¢,0'} and similar. ..

[0 = expresses our ability to use keys for decryption.

O Order: T} < T5 if for all tx € T} exists t/., € T5 such that
tK S t/ !+

Usage types U = {Key, | K C L}
We assign an information type I';(x) and a usage type 'y (x) to
each variable.

[0 Pairs of information and usage types are ordered, too.

The program statements constrain the possible types of variables.
The program has CSIF if a valid typing exists.
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General assignments

m Here — means >.
m [he next slides will present special cases. These are alternatives to
the general scheme.
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Encryptions
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Key generations
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Assigning one key to another

Teooriapdevad Pdlvas, 25.-27.01.2008 — 56 / 73



Example program

k := kgen|1] b:({h},Data) s:({h}, Data)
if b then k:(0, Key,)
= b ({1} Keyys) yi({h}, Keys )
Y = kgen[Q] X . <{h1, hg, 21, 23, 41, 43}, Data>
else z: ({ho, hy}, Data)
[ .= kgen[S] P: {hl,h27h37h4,21,23,41,43}
y = kgenl4]
r = enc(l,y)

z :=enc(y, s)

F(V&I‘L) \/a:EVarL F(CC)
If I'(Vary) 2 {h} then the program has CSIF.
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Keep key generations separate

kW = 1;k, := kgenl[1] b :({h},Data) s :({h},Data)
if b then kW:((),Data)  ki:(0, Key,)

(D= kWO =k () :({h}, Data)

yW =2y :=kgen[2] L1 :({h},Key,) I3:({h}, Key,)
else y:({h}, Data)

0= 3:l5:=kgen[3]  y2 :({h} Keyy) wa:({h}, Keyy)

yW = 4;y, ;== kgen[4d] v : ({h,2,4}, Data)

Zf y(t) = 2 then X . <{h1, hg, 21, 23, 41, 43}, Data>
V= s z 1 ({ho, hs}, Data)

else P {hl,h27h37h4,21,23,41,43}
UV.=UYa

7 = caseenc(IV]|1, 11,03, 13, v)
2 = caseenc(y' |2, 42, 54, Y4, 5)
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Add a key to encrypt C

¢ := kgen|0] b (1}, Data) s :({h},Data)
k(t) — 17 k‘l = kgen[l] (A @7 Key0>
if b then ):(0, Data) Fy:(0, Key,)

(
(
(
({h},Data
(
(
(

k
(D= kWO =k () )
Yy = 2:qyy 1= kgen|2] li :({h},Key,) I3:({h},Key,)
else y:({h}, Data)
() :=3;13 :=kgen[3]  y2 :({h}, Key,) wa:({h},Key,)

yW = 4;y, :=kgen[4d] v : ({h,2,4}, Data)

Zf y(t) = 2 then X . <{h1, hg, 21, 23, 41, 43}, Data>
V= 1Yo z 1 ({hg, hy},Data)

else P {hl,hg,hg,h4,21,23,41,43}
UV-=UYa

7 1= caseenc({M]|1, 11,03, I3, v)
2 := caseenc(Y\V||2, y2, 5|4, Ya, 5)
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Find a key generation to handle

We had F](VaI'L) = {hl, ]’LQ, hg, h4, 21, 23, 41, 43}
It still contains A.
Find some ¢ € L that only appears as a key in I';(Vary).

[0 There always must be one.
[0 These are 1 ja 3. Let us choose 1.

Remove all accesses to variables « where I';(z) contains 1 at the
position of data.

In our case, this operation does not do anything.

Apply the cryptographic transformation.
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Choose encryptions with keys 0 and 1

¢ := kgen|0] b (1}, Data) s :({h},Data)
k(t) — 17 k‘l = kgen[l] (A @7 Key0>
if b then ):(0, Data) Fy:(0, Key,)

(
(
(
({h},Data
(
(
(

k
(D= kWO =k () )
Yy = 2:qyy 1= kgen|2] li :({h},Key,) I3:({h},Key,)
else y:({h}, Data)
() :=3;13 :=kgen[3]  y2 :({h}, Key,) wa:({h},Key,)

yW = 4;y, :=kgen[4d] v : ({h,2,4}, Data)

Zf y(t) = 2 then X . <{h1, hg, 21, 23, 41, 43}, Data>
V= 1Yo z 1 ({hg, hy},Data)

else P {hl,hg,hg,h4,21,23,41,43}
UV-=UYa

7 1= caseenc({V||1, 11, v |3, 13, v)
2 = caseenc (|2, 92, 54, Y4, 5)

Teooriapdevad Pdlvas, 25.-27.01.2008 — 61 / 73



Replace plaintext with C

¢ .= kgen|0] b :({h},Data) s :({h},Data)

kW = 1;k, := kgenl[1] ¢ (0, Key,)

if b then kW:((), Data) k1:(0, Key,)
l(t = k(t ll = ]{1 t) <{h} Data>
y® = 2;y, := kgen|[2] (10}, Keyy) ls:({h}, Keys)

else t) :({h}, Data)
[ := 3;15 := kgen([3] 2 ({7}, Keyy) yar({h}, Keyy)
yW = 4;y, :=kgen[4d] v : ({h,2,4}, Data)

if y) =2 then ({ho, h3,23,43}, Data)
V= Yo z 1 ({hg, hy},Data)

else P {ho, ho, h3, hy, 23,43}
UV-=UYa

7 = caseenc(IV||1, €,C [3,15,v)
2 = caseenc (Y12, 92, 54, Y4, 5)

Note how the types change.
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Choose the next key (3)

¢ .= kgen|0] b :({h},Data) s :({h},Data)

kW = 1;k, := kgenl[1] ¢ (0, Key,)

if b then kW:((), Data) k1:(0, Key,)
l(t = k(t ll = ]{1 t) <{h} Data>
y® = 2;y, := kgen|[2] (10}, Keyy) ls:({h}, Keys)

else t) :({h}, Data)
[ := 3;15 := kgen([3] 2 ({7}, Keyy) yar({h}, Keyy)
yW = 4;y, :=kgen[4d] v : ({h,2,4}, Data)

if y) =2 then ({ho, h3,23,43}, Data)
V= Yo z 1 ({hg, hy},Data)

else P {ho, ho, h3, hy, 23,43}
UV-=UYa

7 = caseenc(IV]|1, £,C |3, I3,0)
2 = caseenc (Y12, 92, 54, Y4, 5)
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Replace plaintext with C

¢ .= kgen|0] b :({h},Data) s :({h},Data)
kW = 1;k, := kgenl[1] ¢ (0, Key,)
if b then kW:((), Data) k1:(0, Key,)
l(t = k(t ll = ]{1 t) <{h} Data>
y® = 2;y, := kgen|[2] (10}, Keyy) ls:({h}, Keys)
else t) :({h}, Data)
[ := 3;15 := kgen([3] 2 ({7}, Keyy) yar({h}, Keyy)
yW = 4;y, :=kgen[4d] v : ({h,2,4}, Data)
if y¥) =2 then <{h0}, Data)
V= Yo z 1 ({hg, hy},Data)
else P {ho, ho, hy}

V=14

7 1= caseenc(IV]|1, £,C |3, £,C)
2 = caseenc (Y12, 92, 54, Y4, 5)
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cases,c With equal branches = enc

¢ := kgen|0] b (1}, Data) s :({h},Data)
k(t) — 17 k‘l = kgen[l] (A @7 Key0>
if b then ):(0, Data) Fy:(0, Key,)

10— k0.1, = &y 0 .

k

J(

y" =2,y :=kgen[2] &1 :({h},Key,) I5:({h},Keys)
else y:({h}, Data

(W :=3;l3:=kgen[3]  y2 :({h},Keyy) ya:({h},Key,)

yW = 4;y, :=kgen[4d] v : ({h,2,4}, Data)

(
(
(
({h},Data
(
(
(

S~ S N

5

if y) =2 then r : {(,Data)
V= 1Yo z 1 ({hg, hy},Data)
else P {ha, ha}
UV-=UYa
r = enc(g, C)

2 = caseenc (Y12, 92, 54, Y4, 5)
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Choose a key

m [';(Vary) contains 2 and 4 as keys only. Let us choose 2.
m 2 occurs in y(v) as data.
m  Remove all accesses to v — it cannot affect the values of Var;.
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Deleting 2 occurring as data

¢ .= kgen|0] b :({h},Data) s :({h},Data)
kW = 1;k, := kgenl[1] ¢ (0, Key,)
if b then kW:((), Data) k1:(0, Key,)
l(t = k(t ll = ]{1 t) <{h} Data>
y" = 2;y, := kgen[2] ({0}, Key,) I3:({h}, Keys)
else t) :({h}, Data)
[ := 3;15 := kgen([3] > (({h}, Keyy) yar({h}, Keyy)
yW) = 4;y, :=kgen[4] v : ((),Data)
if y) =2 then r : {(,Data)
skip z 1 ({hg, hy},Data)
else P {ho, hy}
skip
r = enc(g, C)

2 = caseenc (Y12, 92, 54, Y4, 5)
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Encryptions with keys 0 and 2...

¢ := kgen|0]
O =1k =
if b then

l(t = k(t ll = ]{1

Yy = 2: 9, := kgen[2]
else

() := 3; 13 := kgen|[3)]

kgen[1]

y) = 4; y4 := kgenl[4]
if y) =2 then

skip
else

skip
r:=enc(tC)

2 1= caseenc(y"|2, W2, §

b :({h},Data) s :({h},Data)
¢ (0, Key,)
kW®:((, Data) k1:(0, Keyy)
J(®) - <{h} Data)
({h}, Keyy) I :({h}, Keys)
t) :({h}, Data)
> ({h}, Keys) yaz{{h}, Key,)

v : {,Data)
r : {(,Data)
z 1 ({hg, hy},Data)
P {hg, h4}

‘47 Ya, S)
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. are replaced with enc(t, C)

¢ .= kgen|0] b :({h},Data) s :({h},Data)
kW = 1;k, := kgenl[1] ¢ (0, Key,)
if b then kW:((), Data) k1:(0, Key,)
l(t = k(t ll = ]{1 t) <{h} Data>
y" = 2;y, := kgen[2] ({0}, Key,) I3:({h}, Keys)
else t) :({h}, Data)
[ := 3;15 := kgen([3] > (({h}, Keyy) yar({h}, Keyy)
yW) = 4;y, :=kgen[4] v : ((),Data)
if y) =2 then r : {(,Data)
skip z 1 ({hg, hy},Data)
else P {hg, hy}
skip
r:=enc(tC)

7 1= caseenc(y"||2, &, C |4, 4, 5)
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Encryptions with keys 0 and 4. ..

¢ := kgen|0]
O =1k =
if b then

l(t = k(t ll = ]{1

Yy = 2: 9, := kgen[2]
else

() := 3; 13 := kgen|[3)]

kgen[1]

y) = 4; y4 := kgenl[4]
if y) =2 then

skip
else

skip
r:=enc(tC)

b :({h},Data) s :({h},Data)
¢ (0, Key,)
kW®:((, Data) k1:(0, Keyy)
J(®) - <{h} Data)
({h}, Keyy) I :({h}, Keys)
t) :({h}, Data)
> ({h}, Keys) yaz{{h}, Key,)

v : {,Data)
r : {(,Data)
z 1 ({hg, hy},Data)
P {ho, h4}

7 1= caseenc(y"||2, &, C |4, 44,5 )
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. are replaced with enc(t, C)

¢ .= kgen|0] b :({h},Data) s :({h},Data)
kW = 1;k, := kgenl[1] ¢ (0, Key,)
if b then kW:((), Data) k1:(0, Key,)
(D= kWO =k () <{h} Data)
yt") = 2;y, = kgen|[2] ({h}, Keyy) I3 :({h}, Keys)
else t) :({h}, Data)
[ := 3;15 := kgen([3] > (({h}, Keyy) yar({h}, Keyy)
yW) = 4;y, :=kgen[4] v : ((),Data)
if y) =2 then r : {(,Data)
skip z : ({ho}, Data)
else P :{ho}
skip
r:=enc(tC)

7 1= caseenc(yV||2, £,C |4, £,C)
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cases,c With equal branches = enc

¢ .= kgen|0] b :({h},Data) s :({h},Data)
kW = 1;k, := kgen|[1] ¢ (0, Key,)
if b then kW:((), Data) k1:(0, Key,)
l(t = k(t ll = kl t) <{h} Data>
yt) = 2;y, = kgen|[2] {({h}, Keyy) 13 :({h}, Keys)
else t) :({h}, Data)
I :=3; 13 ;= kgen[3] w2 :({N},Key,) wa:({h},Key,)
yW) = 4;y, := kgen[4] v : (0, Data)
if y) =2 then r : {(,Data)
skip z (@ Data)
else P
skip
r = enc(g, C)
z :=enc(t, C)
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SIF transformation (i goes away)

¢ := kgen|0]

kW = 1;k; := kgen[1]

skip
skip
r = enc(
z 1= enc(

£C
£ C

)
)

b :({h},Data)
t (0, Keyy)
k®:(), Data)
() :(), Data)
l1 :(0), Data)
y:((), Data)
yo :(0, Data)
v : {,Data)
r : {(,Data)
z : (0, Data)
P 0

s :({h}, Data)
k1:(0, Key,)
I3 :(), Data)

y41<@, Data>
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