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Reconciling two views of cryptography. ..

m A paper by Martin Abadi and Phillip Rogaway. Year: 2000.
m [heorem: Let

0 FE; and E5 be two formal expressions.

0 [F£:] and |F5] be families of probability distributions over
bit-strings associated to them.

|f El = EQ then [[El]] ~ [[EQ]]
Condition [Abadi and Rogaway, 2000]:

No encryption cycles in E; or Es
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Reconciling two views of cryptography. ..

m A paper by Martin Abadi and Phillip Rogaway. Year: 2000.
m [heorem: Let

0 FE; and E5 be two formal expressions.

0 [F£:] and |F5] be families of probability distributions over
bit-strings associated to them.

|f El = EQ then [[El]] ~ [[EQ]]
Condition [Black, Rogaway and Shrimpton, 2002]:

Encryption cycles OK, but need the random oracle

CRYPTO, Santa Barbara, 17.-21.08.2008 — 2 / 11



Reconciling two views of cryptography. ..

m A paper by Martin Abadi and Phillip Rogaway. Year: 2000.
m [heorem: Let

0 FE; and E5 be two formal expressions.

0 [F£:] and |F5] be families of probability distributions over
bit-strings associated to them.

|f El = EQ then [[El]] ~ [[EQ]]
Condition inspired from [Boneh, Halevi, Hamburg, Ostrovsky, 2008]:

no condition
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Formal expressions

E = C constants
K secret keys, 1 < 3 <n
K public keys

J
(B0 Ey) pars
{E}F.  public-key encryptions
j

R — formal randomness to distinguish

({E} R+ {EYi+) and ({B}E4, {E}E+)

Formal expressions
No inherent representation as bit-strings
There's only syntax
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Computational interpretation

m |[£] — a family (indexed by the security parameter 1) of probability
distributions over sequences of elements in G.

Use an ElGamal-like PK encryption scheme (G, €, D) over G.

Initialize: (7,(K ), 7,(K.")) < G(17) for each j

J J

|C],;, = “const” ||C
[K5 Ty = "pK" |7 (K5
[5G 1y = "k [l (K5

[(Ey, E2)], = “pair”|| |Ex| [ E1]y || [ E2]s
[[{E}%:n = “ct"[|E(1", 7, (K"), [E],)

E(b1| - ||br) S E(by)]| ---||E(bg). For each E, compute |F£], at most
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Patterns of expressions

Analyze the formal expression E:

m  Given (F4, Es), can obtain E; and Es.
m  Given {E}%, and K, can obtain E.

Let Keys(FE) be the set of secret keys that can be obtained from E.

Example: Let E be

Kl 7{K2 701

K-l—?

{037 Kl 9 K+}K+7 {027 Kg_a {04}?;3—}?;%—

Replace submessages {E'} % K+ where K ¢ Keys(FE), with

undecryptables ;0%, where | — |E|:

Ro == R3
Kl 7{K2 701 K+’ l1DK§|—7 {027K3 s lo K-I— K;'
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Theorem [Abadi&Rogaway, 2000]

If patterns of £, and FE5 are equal modulo renaming of formal keys and
randomnesses, then [F | ~ | Fs].

Caveat: 4 and E5 may not contain encryption cycles.

Proof sketch: Define also [;0%] as the encryption of a constant string.
Show that [E] = [pattern(E)].
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Boneh-Halevi-Hamburg-Ostrovsky

cryptosystem

Secret key (ay,...,a;) € G, public key (g1,...,gs h) € G}
Satisfy certain properties.

To encrypt m € G, generate random r € Zg. Ciphertext is
(97,---,95,h"m).

Secure wrt. the following experiment (adversary guesses the bit b):

m  Generate pairs (sk;, pk;) where 1 < ¢ < n, sk; = (a1, .., a),
pk; = (gi1, - -, Gie, hi). Give pkq, ..., pk, to the adversary.

m Repeat: the adversary submits |j|€ {1,...,n} and

U1,y - -5 Une, VIE G Lety =ajft a3 - v.

If b= 0 return E(pk,,y). If b= 1 return E(pk;, 1g).

IND-CPA even in the presence of a limited form of key-dependent
messages. (affine dependencies from secret keys)
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AR, BHHO, and encryption cycles

m BHHO cryptosystem does not provide general KDM-security.
m  AR-interpretation does not use arbitrary functions on secret keys.

[C],, = “const” ||C
[K5 Ty = "pK" |7 ()
[K; ]y = “sk™ || (K5

[(Er, E2)]y, = “pair” || | Ex ] [|[£1]
[{E}esln = et |€Q7, 7 (K
WOR, ], = ot €17, 7 (K}

J

HLE],
[£1y)
1

)l times

);
);

All blocks are affinely computed from secret keys.
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AR, BHHO, and encryption cycles

m BHHO cryptosystem does not provide general KDM-security.
m  AR-interpretation does not use arbitrary functions on secret keys.

[C],, = “const”||C
[K; Ty = “PK" llgsall - - - lgjell g
[[KJ_?? = “sk”[|laj1| - - - ||aje
[(E1, E2)],, = “pair” || | Ex| [|[[E1], | [E-],
[[{E}ﬁjn = “ct”" | (g5l - el - h;)for all blocks b of [E],
[O%+ 1, = et (g1l -~ gz |lAm)"
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r L

m BHHO cryptosystem does not provide general KDM-security.
m  AR-interpretation does not use arbitrary functions on secret keys.

|C], = “const”||C
KTy = “pk"[lgsll - - - lgsellh;
[K; Ty = sk || ajull-- - llaje
[(Er, Eo)]y = “pair” || [E1| || [ Ealqll[E2]y
{EY Iy = et 1 gall -+ g5, [0~ py )2t Pocte ot
[0l = “ct"[I(gr -~ llgglInm)t o

constants induction base
Multiplication preserves affineness
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Conclusions

Issue with encryption cycles not yet solved in the plain model.

[0 One can consider more general functions applied to the secret
keys.

In modeling cryptographic protocols, more general functions are
often not considered.
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