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Vigenere'i Sifri murdmise naide.

Ahto Buldas



Ulesanne

Murda Vigenere'i Sifri abil moodustatud kriiptogramm, mille avatekst on
eeldatavasti inglisekeelne:

CHREEVOAHVAERATBI AXXWI NXBEEOPHBSBQVQEQERBW
RVXUQAKXAGCSXXVEAHBWGI MVOVNKGRFVGXWT RZXW AK
L XFPSKAUTEMNDCMGT SXMXBTUI ADNGMGPSREL XNJ EL X
VRVPRT UL HONQWI'NDTYGBPHXTFALJ HASVBFXNGL L CHR
ZBWELEKNMSJ | KNBHWRI GNMEJ SGLXFEYPHAGNRBI EQJ'T
AVRVL CRREMNDGEL XRRI MGNSNRWCHRQHAEYEVTAQEBBI
PEEV\EVKAKOEWADREMXMI BHHCHRT KDNVRZ CHRCL QOHP
VAT | WKNRMGWO | FKEE

(Ulesanne on vdetud raamatust: Douglas R. Stinson. Cryptography: The-
ory and Practice. 1995.)



Kassiski test

Sone CHR kordub viies kohas: positsioonidel 1, 166, 236, 276 ja 286

CHREEVOAHVAERATBI AXXW NXBEEOPHBSBQVIQEQERBW
RVXUQAKXAGCSXXVEAHBWGE] MMOIVINKGRFVGXWT RZXW AK
L XFPSKAUTEMNDCMGT SXMXBTUI ADNGMGPSREL XNJ EL X
VRVPRT UL HODNQWIMNDTYGBPHXTFALJ HASVBFXNGLL CHR
ZBWELEKMSJ | KNBHWRI GNMEJ SGLXFEYPHAGNRBI EQJ'T
AVRVL CRREMNDGEL XRRI MGNSNRWCHROHAEYEVT AQEBBI
PEEV\EVKAKOEWADREMXMI BHHCHRT KDNVRZ CHRCL QOHP
VWQAI | WKNRMGWO! | FKEE

Positsioonide vahed on: 165, 235, 275 ja 285.

Et stit(165,235,275,285) = 1, siis voib oletada, et votmepikkus m =

5.
3



Osasoned

Y1 :CVABWEBQBUAWNORWAKANT BDPXXRDVBFAXCWWINJ J FAI ACNRNCATBVWKDMCDCQQXVK
Y>:HOElI TESEWOOEGWFTI FUDSTNSNVTNDPASNHESBGSEGEMRDRSHEAI EORTHNHOANOE
Y3:RARANOBQRASAJ NVRAPTCXUGRI RUQTHL VGRLJ HNGYNQRRG NRYQPVEEBRVRHI Rl E
Y4 EHAXXPQEVKXHVKGZKSEMM MEEVLWYXJ BLZEI WML PRJ VEL MRQEEEKWVHTRCPI M
Y’5: EMI XBHVRXXXBMGXXL KMGXAGL L PHT GTHFL BKKRGXHBT L MKGWHVBEAAXHKZ L\WAG-

Kontrolli mottes arvutame kokkulangevuse indeksid:

Ic(Y1) = 0.063,1c(Y>) = 0.068,1c(Y3) = 0.061,1c(Yy) = 0.072 .

Tulemus annab kinnitust, et oletus m = 5 peab paika.



Votmete vahede leidmine

Arvutame omavahelise kokkulangevuse indeksid

25 25

LX) = S D Fheg ™ 3 oh Pty
h=0 h=0

kOigi paaride 7« # j ja koigi nihkevaartuste ¢ = 0, 1, ..., 25 korral.

Kuig = k; — kj, siis (k; — k;) — g = O ja seega

25
IL(X;, X;) = > pp-pp~0.065 .
h=0



i j IZ(X;,X;), kusg =0,1,...25

1,2 0.029 0.028 0.028 0.034 0.040 0.038 0.026 0.026 0.052
0. 069 0.045 0.026 0.038 0.043 0.038 0.044 0.038 0.029

g=9 |0.042 0.041 0.034 0.037 0.052 0.046 0.042 0.037

1,3 0. 040 0.034 0.040 0.034 0.028 0.054 0.049 0.034 0.030
0. 056 0.051 0.046 0.040 0.041 0.036 0.038 0.033 0.027
0.038 0.037 0.032 0.037 0.055 0.030 0.025 0.037

1,4 0.034 0.043 0.026 0.027 0.039 0.050 0.040 0.033 0.030
0.034 0.039 0.045 0.044 0.034 0.039 0.046 0.045 0.038
0. 056 0.047 0.033 0.027 0.040 0.038 0.040 0.035

1,5 0. 043 0.033 0.028 0.046 0.043 0.045 0.039 0.032 0.027
0.031 0.036 0.041 0.042 0.024 0.020 0.048 0.070 0. 044

g=16]0.029 0.039 0.044 0.043 0.047 0.034 0.026 0.046

2,3 0. 046 0.049 0.041 0.032 0.036 0.035 0.037 0.030 0.025
0. 040 0.035 0.030 0.041 0.068 0.041 0.033 0.038 0.045

g=13]0.033 0.033 0.028 0.034 0.046 0.053 0.042 0.030




i, j I2(X;,X;), kusg =0,1,...25

2,4 0. 046 0.035 0.044 0.045 0.034 0.031 0.041 0.046 0.040
0. 048 0.045 0.034 0.024 0.028 0.042 0.040 0.027 0.035
0. 050 0.035 0.033 0.040 0.057 0.043 0.029 0.028

2,5 0.033 0.033 0.037 0.047 0.027 0.018 0.044 0.081 0.051
0.030 0.031 0.045 0.039 0.037 0.028 0.027 0.031 0.040

g=7 |0.040 0.038 0.041 0.046 0.045 0.043 0.035 0.031

3,4 0.039 0.036 0.041 0.034 0.037 0.061 0.035 0.041 0.030
0. 059 0.035 0.036 0.034 0.054 0.031 0.033 0.036 0.037
0.036 0.029 0.046 0.033 0.052 0.033 0.035 0.031

3,5 0. 036 0.034 0.034 0.036 0.030 0.044 0.044 0.050 0.026
0. 041 0.052 0.051 0.036 0.032 0.033 0.034 0.052 0.032

g =120 1]0.027 0.031 0.072 0.036 0.035 0.033 0.043 0.027

4,5 0. 052 0.039 0.033 0.039 0.042 0.043 0.037 0.049 0.029
0.028 0.037 0.061 0.033 0.034 0.032 0.053 0.034 0.027

g=11]0.039 0.043 0.034 0.027 0.030 0.039 0.048 0.036



| ahendame vorrandisiisteemi

(ki —ko = 9 (mod 26)
ki —ks = 16 (mod 26)
< ko — kg = 13 (mod 26)
kr —ks = 7 (mod 26)
ks —ks = 20 (mod 26)
| kg —ks = 11 (mod 26)

Saame, et vOoti on téenaoliselt kujul:

ki,k1 + 17, k1 + 4,k +21,k1 + 10,

kus liitmine toimub mooduliga 26.

Jaab ule ara arvata k1. Seda voib juba teha proovimise teel, voi iseqi
sagedusanaltisi kasutades.



Lahendus
Voti tuleb JANET ja avatekst:

THEALMONDTREEWASI NTENTATI VEBL OSSOMIHEDAYSW
EREL ONGEROFTENENDI NGW THMAGNI FI CENTEVENI NG
SOFCORRUGATEDPI NKSKI ESTHEHUNTI NGSEASONWASO
VERW THHOUNDSANDGUNSPUTAVAYFORSI XMONTHSTHE
VI NEYARDSWEREBUSYAGAI NASTHEVEL L ORGANI ZEDFA
RVERSTREATEDTHEI RVI NESANDTHEMOREL ACKADAI Sl
CALNEI GHBORSHURRI EDTODOTHEPRUNI NGTTHEY SHOUL
DHAVEDONEI NNOVEMBER



Iseseisev t00
Murra jargmine inglisekeelse avatekstiga Vigenere'i Sifriga kripteeritud sonum:

ZHQQCAQDGF TUQGVERGWERRROHSQDROKT THONY! AXSFK
| ZJ TAGOUVT AWRKHVQUYBRSEL BXHKQBBGWI THRQDRQVO
YHSGET XHT UHSKRUODNFUYFKEWHYEL NMQYAUDQUI RBOG
VWHUQKFKEWHY UVNAVWRMODAPL KVEXHCF HDEWADWAUVHXL
KQOYAQEEZHQQYAXFUQAXOYRL NPWHQUI SKTWHYKRUCDN
EVWOBBOGGOZVWHMYEFRTDBAXOT THRQVTAI TTHKQBS
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