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Abstract. We introduce a new type of authenticated search trees, an
alternative to Certificate Revocations Lists that enables one to reduce
the scope of trusted operations performed by Certificate Authorities. Our
construction is similar to the authenticated data structures proposed by
Naor and Nissim [NN98] but, as we show, it fulfills some stronger security
objectives that seem to be necessary to make the certificate management
system accountable.
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1 Introduction

Secure electronic commerce necessitates wide-scale employment of public-key
cryptography that, in turn, requires secure and efficient methods of certificate
management in the Public-Key Infrastructure (PKI). Most of the known tech-
niques for the latter involve a public database of valid (or revoked) certificates
that originates from a trusted source (known as Certification Authority, CA),
but is maintained by a less trusted party (known as a Directory Service, DS)
who provides on-line certificate information services to the clients. Neither the
CA nor the DS is forced to store old certificates. Anyone having a candidate
certificate and a certificate-specific attestation can efficiently verify whether the
certificate was included in the database (i.e., whether it was valid) at a given
moment in time, even if the third parties have ceased to exist in between.
Certificate management is very often the security bottleneck in electronic
commerce and other legal applications of digital signatures. Therefore it is highly
desirable to minimize the number of possible frauds the third parties involved in
PKI can accomplish. This is often done by auditing the protocols followed by the
CA. Certificate issuing and revocation are examples of such procedures, during
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2 Certificate Management using Undeniable Status Attestations

which the CA is forced to return the attestation. To audit each operation the CA
performs would be clearly too costly and therefore, for the sake of efficiency, the
CA is usually assumed to be trusted in some aspects of certificate management.
Additional trust assumptions mean however that the origin of some frauds may
stay undetectable.

Still, we want that, in legal disputes arising from the frauds in certificate man-
agement, both the frauds themselves and their origins were efficiently detectable
and provable to the third parties (i.e., we want the certificate management sys-
tem to be accountable). Ideally, one should be able to distinguish between the
frauds done by a CA and the frauds caused by someone capable of breaking the
used primitives. This means that the number of frauds that a computationally
challenged CA is able to perform undetectably should be minimal.

To explain how to proceed in building an accountable certificate management
system, we note that any legal case caused by the problems in certificate man-
agement would involve two principals, having a pair of so called contradictory
attestations, so that verification accepts or rejects the certificate depending on
which attestation was used as input to the algorithm. Clearly, if it were tractable
for the CA to create contradictory attestations, we would have a non-accountable
system.

On the other hand, let us assume that it is intractable for the CA (or anyone
else) to create contradictory attestations (we would then say that the attesta-
tions are undeniable). In this case, one could resolve possible disputes unambigu-
ously if at least one interested party has the corresponding attestation, which is
almost always the case. Now if two clients would still present contradictory attes-
tations in court, the judge can deduce that some underlying primitive has been
broken and should be replaced. Attestations generated by using broken-by-now
primitives can be refreshed by using digital time-stamping [HS91,BHS92]. Note
that the used time-stamping system should be accountable [BLLV98,BLS00],
since otherwise we would introduce another vulnerability — trust in the time-
stamping authority — in the system.

To conclude this brief argumentation, it is desirable to find efficient con-
structions for creating undeniable attestations. This paper concentrates on the
existence of suitable cryptographic primitives — undeniable attesters. We pro-
pose a very simple and intuitive authenticated search tree based construction
of undeniable attesters with attestation lengths and update times comparable
to Certificate Revocation Trees (CRTs) [Koc98,NN98] which, as we will demon-
strate, are not undeniable attesters. Our construction assigns to every internal
node v of a search tree a hash value S[v] taken over the labels of v’s children
and the sorting keys of v. The main difference between this construction and the
CRTs is that CRTs do not include the sorting keys in S[v]. While this omission
shortens the negative attestations by a factor of 2, it also opens a possibility to
the CA to perform frauds. It is in several aspects also more intuitive than the
CRTs, since it is directly based on the search trees as they are generally under-
stood in computer science, therefore allowing to carry over to cryptography a
lot of the research done in the area of algorithms and data structures [Knu98].



November 3, 1999 Buldas, Laud, Lipmaa (submitted version) 3

Our solution is the first efficient certificate management system that enables
one to replace inefficient CRLs without compromising security and has hence,
as we think, great practical importance. The described construction can almost
always be used instead of the certificate revocation trees in order to reduce trust
in the database maintainer, without decreasing efficiency.

As with any new cryptographic primitive, it is good to know how it relates
to the previously known primitives. We show, using our construction, that un-
deniable attesters exist if and only if collision-resistant hash functions exist.

We start the paper with necessary preliminaries (Section 2). Thereafter, in
Section 3, we give an overview of the existing solutions to the certificate man-
agement, point out some weaknesses in them and argue (informally) for the
model used in the rest of the paper. Formal definitions of attesters, including
the collision-resistant and undeniable ones, are given in Section 4. Section 5
describes two constructions of collision-resistant attesters, closely based on Cer-
tificate Revocation Trees [Koc98,NN98]. A construction of authenticated search
trees is given in Section 6, where also relations between undeniable attester-
s, collision-resistant hash functions and collision-resistant attesters are shown.
Section 7 focuses on efficiency issues. Final conclusions is presented in Section 8.

2 Preliminaries

Let X = {0,1}. As usually, £¥ denotes the set of k-bit words, Z* := [, 5, Z*.
We assume that NIL is a special symbol encoded differently from any z € X*.
Let £A be the class of probabilistic algorithms with execution time polynomial
in the length of their input. A probability family P = (P), k € IN, is negligible
if for all € > 0 there exists a k., such that |Pg| < k¢, for any k > k.. Notation
A + S means that A is assigned according to the probability space S that may
be generated by some probabilistic algorithm.

A collision-resistant hash function (CRHF) H for some index set I C X* is a
pair (G, H), such that 1) G € £A is a generation algorithm, so that G(1*) € X*NT;
2) for an index i € I, H(i,) = H;(") is a function H; : ZP{i) — 51l 5o that
H € A, for some polynomial p, where p(k) > k. 3) For all algorithms A € £4,
the next probability family CRH4(A) is negligible in k:

CRHy, 4 (A) = Prli  G(1%),(z1,z2) + A(1¥,i) :
z1 # x2 AHi(z1) = Hy(z2)]

(where the probability is taken over the coin tosses of G and A).

A binary tree T = (V, E) is a search tree [Knu98, Section 6.2.2] if every node
v € V has a unique search key K|[v] associated to it, so that if w is a descendant
of the left (resp. right) child of v, then K[w] < K[v] (resp. K[w] > K[v]).

3 Related Work and Motivations

We follow the model that the database S of valid (or revoked) certificates  origi-
nates from an off-line CA, but the on-line certificate information services are per-
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formed by a Directory Service (DS). In the simplest setting the DS just responds
to the client’s query with a (possibly signed by DS) attestation P(z,S) = 1, if
z € S, and P(z,S) = 0, otherwise. Here, the DS can easily create contradictory
attestations. However, it is widely accepted that the DS as an on-line service
should not be trusted and therefore such a solution is not recommended.

In a slight modification of this scheme the DS transmits to a client CA’s
time-stamped signature on z if € S. This makes it intractable for the DS to
convince that z € S if it actually does not. However the DS can still convince
the client that ¢ S even if it is not the case. Moreover, this solution does
not reduce the trust in the CA. The third drawback of this solution is that the
attestations cease to have any legal value after revocation of CA’s signature key.
This is clearly unacceptable in situations where the certificates held in S must
be used long after they have been issued.

The next method is a common solution to the said problems. Namely, it is
assumed that the whole database S is updated periodically, and a short digest
d = D(S) of it is made available for clients by publishing it in authenticated
way so that it is intractable for anyone to alter the data already published.
This can be accomplished by following a publication protocol similar to that of
[BLS00]. Now, applying a verification algorithm V to a value z, digest D(S) and
attestation P(z,.5), a client can efficiently establish whether z € S. We call such
triples (P,D,V) attesters.

An utterly impractical but still widely used attester underlies the Certificate
Revocation Lists (CRLs), where the DS transmits a copy of the whole database,
time-stamped and signed by the CA, to the client. Here, d = D(S) is a succinct
efficiently computable value, and P(z, S) is equal to the set S. Clearly, the clients
can unambiguously establish whether z € S, since they have a copy of the whole
database. They may bring an action against the CA if different copies of S
were transmitted to different users. Note that it is intractable for anyone to
create contradictory attestations if D is a collision-resistant hash function. That
is, it is intractable to find a pair of attestations (p,p), so that V(z,d,p) = 1
but V(z,d,p) = 0 In what follows we call such attesters (P,D,V) undeniable.
As informally argued before, undeniable attesters are sufficient for accountable
certificate management if 1) the certificate issuing and revocation processes are
audited and 2) an accountable publication protocol is employed.

The “only” problem with CRLs is their inefficiency: namely, if k is a security
parameter then |D(S)| = ©(k) and |P(z,S)| = ©(k|S|). As pointed out in many
sources (see, e.g., [Mic96] for some detailed discussion), CRLs are extremely
costly in practice since the lengthy attestations P(x,S).We focus here on con-
structing undeniable attesters with shorter attestations while not increasing tre
trust in the third parties.

RSA accumulator [BAM93,BP97] has succinct attestations of length O(k).
As pointed out by Nyberg [Nyb96a,Nyb96b], succinctness of the attestations
is caused by the built-in trapdoor information that is known to some coalition
of participants, which should therefore to be trusted. The best known method
[San99] of making the RSA accumulator trapdoorless introduces attestation
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Fig. 1. A toy example of an improperly created CRT.

lengths of order ©(k?). RSA accumulator provides positive attestations: it is
intractable, for any S, to find an attestation p so that V(z,D(S),p) accepts, if
z ¢ S. We call collision-resistant provers the cryptographic primitives satisfying
this objective.

Another well-known construction — hash tree — has been widely used as
a collision-resistant prover since [Mer80] in a broad variety of applications (to
name a few, incremental cryptography, certificate revocation, memory checking,
time-stamping, one-time signatures, auditable e-cash). In most of the hash trees,
ID(S)| = O(k) and [P(z,S)| = O(k|S]).

The opposite question of finding collision-resistant disprovers where, for any
set S and for any x € S, it is intractable to find an attestation p such that
verification V(z,D(S), p) rejects, has got much less attention. Micali’s Certifi-
cate Revocation Status (CRS, [Mic96], later refined in [ALO98]) provided both
succinct positive and negative attestations, so that |P(z,S)| = ©(k). However,
in this solution the CA-to-directory communication size (or |D(S)| in our model)

is O(|S)).

A Dbetter solution is due to Kocher [Koc98] and Naor and Nissim [NN98]
who assumed that the values stored at hash tree leaves are sorted. In this case,
the resulting hash-tree construction will become both a collision-resistant prover
and a collision-resistant disprover (we will call such primitives collision-resistant
attesters). Their construction is until now the only known efficient collision-
resistant attester.

However, their construction (Certificate Revocation Tree, CRT) is not unde-
niable. We demonstrate this with the Naor-Nissim style CRT [NN98] depicted
by Figure 1. Here the leaves are labeled (from left to right) by data structures
representing the certificates with serial numbers 10, 40, 20 and 30. The pair
of the authentication paths of two rightmost (resp. leftmost) leaves is a valid
attestation that the certificate with serial number 20 is (resp. is not) valid.

Verifier, given the digest d (root of the hash tree), will accept or reject de-
pending on what pair of authentication paths was submitted to her. The only
way to reliably detect this “non-sorting” attack is to verify the validity of all
authentication paths, a solution that is clearly impractical and even impossible
to perform, if some paths are inaccessible (if, to lessen the storage requirements,
the old versions of the certificate database are not stored).
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4 Formal Definitions

Definition 1. A quadruple A = (G,P,D,V) is an attester for an index set
I C X*, if there is a polynomial p, p(k) > k, such that:

1. Generating algorithm G € £A takes as input a security parameter 1¥ and
outputs an index i € T* N 1.

2. Proving algorithm P € £A takes as input an index i, an element x € X* and
a set S C X% |S| < p(k), and outputs an attestation P;(z,S) = P(i,z, S).

3. Digest algorithm D takes as input an index i, a set S C X*, |S| < p(k), and
outputs a digest D;(S) = D(4, S).

4. Verification algorithm V takes as input an index i, a candidate element x €
Xk a digest d and a proof C, and outputs Vi(z,d,C) = V(i,z,d,C) €
{1,0, Error}. We require that for any S C X%, |S| < p(k), and any © € ¥,
V;i(z,D4(S),Pi(x,S)) outputs 1 if w € S and 0, otherwise. If S ¢ X%, |S| >
p(k) or x & X* then for any C, V;(z,D;(S),C) = Error.

In practical applications we want the attesters to have “succinct” attestations
and digests and fast (amortized) update time. Informally, we say an attester is
dynamic if it has O(klog|S|) (amortized) time per insertion and deletion. We
say an attester is succinct if |D;(S)| = O(Ji|) and |P;(z, S)| = O(Ji|log|S|)

Definition 2. Let

CRP 4 x(A) := Prfi + G(1%),(z, S, p) + A(1¥,4) :
z &S AVi(z,D;i(S),p) =1] ,
CRD 4 x(A) := P1i < G(1%),(, S,p) + A(1*,i) :
z € SAV;(z,D;(5),p) =0] ,
UN_4 x(A) := Prfi < G(1%),(z,d, p,p) < A(1*%,d) :
Vi(z,d,p) =1AV(z,d,p) =0] .

Attester A is a collision-resistant prover (resp. collision-resistant disprover) if
VA € EA, CRP4(A) (resp. CRD4(A)) is negligible. Attester A is a collision-
resistant attester if for any A € EA, both CRP 4(A) and CRD 4(A) are negligible.
An attester A = (G,P,D,V) is undeniable if for any A € EA, UN4(A) is negli-
gible.

5 Collision-Resistant Attesters

We proceed by giving an efficient construction [Koc98,NN98] of collision-resistant
attesters based on Merkle’s hash-tree construction [Mer80] that is by itself an
collision-resistant prover but not a collision-resistant disprover. The latter is
since a candidate string z can be a label of any leaf. That means a negative
attestation should incorporate all positive attestations. However, one can make
the negative attestations succinct if we assume that the values at hash tree leaves
are sorted.
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S[15] := H(S[18], S[14])

1= H(S[11], S[12])

Fig. 2. Toy example of a collision-resistant attester.

For the sake of simplicity we will describe the attesters for a fixed i € Z*N1I.
Suppose that S = {S[1], ..., S[n]} is a set of k-bit integers such that S[j] < S[j+1]
for any 0 < j < n. Let T be a binary tree with n leaves, with its j-th leftmost
leaf j is labeled by S[j]. A non-leaf vertex v is labeled with an auxiliary hash
value

Slv] = H(S[v], S[er])

where v (vr) denotes the left (right) child of v. The digest d = D(S) of S is
equal to the label of the root vertex v,.

Let p = (b;h1,h2,... ,hm), so that h; € X% and b = by...by,, b; € {0,1}.
The verification algorithm V(x, d, p) computes d,, by assigning do := x and then
recursively, for all j > 0,

& e dH(di hy), i b =0,
7 | H(hy,dj—r), ifbj=1 .

Verification returns 1, if d,,, = d, and Error, otherwise. Proving that =z € S is
equivalent to finding a p such that V(z, d, p) accepts. Proving that x ¢ S is equiv-
alent to finding to finding a quadruple (z1,p1,x2,p2), such that V(z1,d,p1) =
V(ze,d,p2) = 1, 21 < £ < x2, and x; and zy correspond to two neighboring
leaves in the tree T'.

Negative attestations can be shortened by adding edges to the underlying
tree as follows (cf also [Koc98,NN98)): if the parents of a leaf v # 1 and its
left neighbor leaf w are different, then add an edge from w to v’s parent as in
Figure 2. Build the attester upon the resulting graph, by modifying the algo-
rithms P, D and V to account with the new edges. Both attesters are succinct
and dynamic collision-resistant. However, as shown in Section 3, they are not
undeniable attesters.

6 TUndeniable Attesters

Next we will give a construction of what we call authenticated search trees.
Thereafter we show that the resulting construction is an undeniable attester,
and finish the Section with some discussion.
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S[4] = H(S[2], 40, S[7])

S[2] := H(S[1], 12, S[3])

A3 (3] := H(NIL, 30, NIL) S[6] := H(S[5], 56,

S[7] := H(S[6], 80, S[8])

S[1] := H(NIL, 10, NIL & := H(NIL, 80, NIL)

S[5] := H(NIL, 42, NIL)

Fig. 3. A toy example of authenticated search trees.

We do it as previously for a fixed k and a i € Z¥ N I. Let S be a set and let
T be a binary search tree with |S| vertices. Each vertex v of T is labeled by a
pair (K[v], S[v]). Here the elements K[v] belong to the set S and K[v] # K[va],
if v1 # va. Moreover, the tree T together with keys KJ[v] is a search tree. The
values S[v] are computed as follows:

S[v] := H(SL, K[v], SR) ,

where S| (Sr) is equal to the label S of the v’s left (right) child if the cor-
responding child exists, or NIL, otherwise. For example, if v is a leaf then
S[v] = H(NIL, K[v], NIL). Once again, the digest D(S) is defined as S[r], where
r is the root vertex.

Let p = (ho, ko, hr; k1, h1; ko, ha;-o; K, by ). Verification V(z,d,p) returns
Error if (1) b # NIL and z < ko, or (2) hg # NIL and z > ky. Otherwise, V
assigns do := H(hy, ko, hg) and for all 0 < j < m:

do = H(dj_l,kj,hj) ifIL‘<k‘j ,
T H(hj,kj,dj_l) ifIL‘>k‘j .

Now, V outputs Error if d,;, # d or x = k;, for some j > 1. Otherwise it returns
1 or 0, depending on whether ky = z. The algorithm P(z,S) outputs a list p
such that V(z,D(S),p) accepts. Therefore, an attestation concerning z € X¥ is
principally equivalent to searching x from a search tree, where the usage of hash
functions in the vertices guarantees that the CA has to work with the same tree
during each query.

A toy example with S = {10, 12,30, 40,42, 56,70, 80} is depicted by Figure 3.
Here, D(S) := S[4] and

P(42,5) = P(43,S) := (NIL, 42, NIL; 56, NIL; 70, S[8]; 40, S[2]) .

Theorem 1. If there exists A € EA with UN 4(A) = ¢ then there exists A' € EA
with CRHy (A") = €.

Proof. Given an index i and the security parameter 1* the adversary A’ performs
a query to A(1*,4) that, with probability ¢ outputs a tuple (z,d, p,p) such that
V;i(z,d,p) =1 and V,(z,d,p) = 0.
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It follows from the assumptions that in both verifications d,, = d, i.e. (1) we
can either find a collision during the recursive verification at some step 7 > 1 or
(2) dop has the same value in both verifications. The latter leads to the collision
because by the description of V the value of kg cannot be the same in both
verifications. Therefore by simulating the verification procedure with arguments
(z,d,p) and (z,d, D) the adversary A’ finds a collision to H with probability €.

O

The proof of the next Theorem is given in Appendix A.

Theorem 2. 1) Any undeniable attester is also collision-resistant attester, but
the opposite is not true. 2) Undeniable attesters exists if and only if CRHFs
exist.

Given construction generalizes to the case when the underlying tree is a mul-
tiway search tree [Knu98, Section 6.2.4]. However, if we wish the attestations to
be of length O(klog |S|), we are (as in the case of collision-resistant attesters) re-
stricted to the trees where the number of children of every node is upper-bounded
with some constant that does not depend on k. Therefore we cannot base our
construction on exponential search trees and other related data structures that
have been lately extensively used in sublogarithmic search algorithms.

Authenticated search trees can be made dynamic as in [NN98] by requiring
that the CA stores the whole hash tree and after each database update, updates
all the necessary hash values in the tree, including the value d = D(S). Updating
can be done in time O(klog|S|) if by using appropriate dynamic search trees.

There are a number of other possible constructions of undeniable attesters.
For example, one could add a number of edges to a binary tree as follows: for
any non-leaf node v, add an edge (if it already does not exist) from its left child’s
rightmost descendant leaf to v. We stress that the main difference between the
described constructions of collision-resistant and undeniable attesters is that in
the first case the choice between the left and the right subtree is just done by
an explicitly given bit b;, while in the latter case an explicit key is given, so that
based on this key the verifier can additionally check that the element returned
in a query is in the correct location in this tree.

7 Efficiency

Authenticated search trees result in the shortest attestation length if built upon
a complete binary tree. If we assume that the sorting keys have length k (we
could store at leaves the hash values of certificates that are generally longer
than k bits), the worst case attestation length would then be k(2log(n+1)—1),
where n = 2¢9+1 — 1 is the number of leaves. A simple calculation shows that

the attestations P;(z,S) have in total ¢ Zf:l_l |P;i(z,S)| =2%1(2d+2) -3+
25 %291 = 24+1(d — 1) 4 1 elements, which makes the amortized attestation
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length equal to

20t (d—1)+1

k 2d —1

~k-2d=~2klogn .

Actually, our construction has two times longer attestations than the optimal
construction of collision-resistant attesters. In the case of the dynamic AVL trees
[Knu98, Section 6.2.3], the worst case certificate length is 2.88 - k logn.

The next compression technique, similar to arithmetic coding, helps to fur-
ther shorten the attestations in authenticated search trees. Let T be a fixed
search tree, and let k be the security parameter. Then we assign a range (£,, uy)
to every node v, so that (1) for the left child v of v, £,, = £, and u,, = K[v]-1;
and (2) for the right child v_ of v, £,, = K[v] + 1 and u,, = u,. In particular,
for the root vertex v, (£,,u,) = (0,2% — 1). Now, we store with each node v
the value K[v] — £, encoded with [log,(uy — £,)] bits. The values (£,,u,) can
be recalculated every time the attestation P(z,S) is used in verification. By us-
ing this method, the attestations are never longer than (2k — 1 log|S|)log S|,
being therefore always shorter than the “uncompressed” attestations. In many
cases the amortized length of attestation lengths may become relatively low. Al-
so, additional compression techniques can be applied. Detailed calculations are
omitted from the submitted version of paper.

The classical predecessor problem requires one to maintain a set S in such a
way that queries of the form “Is j an element of S and, if not, what element of S,
if any, is just before it in sorted order?” may be answered efficiently. Membership
problem only requires that the question “Is j an element of S?” may be answered
efficiently. Note that this attester has the property that Vv > 0, S[v — 1] is
implicitly in P(v, S), i.e., it explicitly solves the predecessor problem.

Note that there exist extremely efficient dynamic attesters if one does not re-
quire them to be collision-resistant. From one side, let A be an arbitrary attester
so that f;, f € {G,P,D,V}, works in the worst-case time t¢ ;. Straightforwardly,
there exists a search algorithm working in time tp +tp + ¢y +O(1), that solves the
membership problem. On the other hand, by the results of [DKM™*94] for search
problems solving the membership problem, there exists a dynamic attester so
that for any S C X Vz € S, tp,tp,ty = O(1), |Pi(z,S)| = 1 and |D;(S)| = 0.
(define P;(z,S) =1 iff z € S, and fix D;(S) to be the empty string). However,
both the Certificate Revocation Trees and our autenticated search trees solve
the predecessor problem.

8 Conclusions

We defined the notions of collision-resistant attesters and undeniable attesters.
We proposed a simple and efficient construction (authenticated search trees)
of undeniable attesters. The latter construction is also the first known efficient
construction of undeniable attesters in the literature. As we showed, undeniable
attesters have important applications in certificate management.
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Note that undeniable attesters are actually equivalent to collision-resistant
hash functions in their strength. Collision-resistant attesters behave more like
chameleon hash functions in the context of certificate management, since the
only party who can find the collisions is the CA.

Most of the “reasonable” data structures for searching can be seen as search
trees. Since our construction is just slight reformulations of what is usually meant
by search trees, it can also be used in combination with dynamic data structures
like the 2-3 trees (which were used for public-key infrastructure in [NN98]) and
the AVL trees. The resulting structures support efficient delete and insert oper-
ations (more precisely, the update time increases not more than twice, compared
to the construction of collision-resistant attesters).

Further Work

An open question is whether inclusion of trapdoor information helps to decrease
the attestation length for collision-resistant attesters. Strict optimality of our
constructions is left as another open question. For example, since it is known that
it is easier to solve membership problem [DKM*94] than predecessor problem
[BF99), it is interesting to know whether succinct undeniable attesters can be
built upon the search algorithms solving the membership problem.
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A  Proof of Theorem 2

1) Let A = (G,P,D,V), and let A be a machine such that CRP4(A) = ¢. We
now build an efficient machine M with UN4(M) = e. Let i + G(1¥). Adversary
M(1% i) lets (w, S,C) < A(1*,4). With probability e}, either a) w ¢ S C X,
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but V;(w,D;(S),C) = 1;orb) w € S C X¥ but V;(w,D;(5),C) = 0. M
distinguishes between these cases by letting d « D;(S), v + V;(w,d,C) and
returning (w,d,P;(w, S),C) (case a), if v = 1, and (w,d, C,P;(w, S)) (case b),
otherwise. Hence, M queries once G(1*), A(1* i), P;, D; and V;, has success
probability UN 4 (M) = ¢ and works otherwise in constant time. As for opposite,
the construction in Section 5 showed that not every collision-resistant attester
is undeniable.

2) Let A = (G,P,D,V) be an undeniable attester. By 1), A is also collision-
resistant. Next we show that if A is collision-resistant, then D = (G,D) is a
CRHF on 2%* (i.e., on the subsets of X*). Let A € £A be an adversary such
that CRHp(A) = e. Let M be the next machine. For an i € G(1¥), M lets
S1,8> < A(1*,4). With probability ez, S; # S but D;(S1) = D;(S2) =: d.
Since |S1],|S2| = k), we can find efficiently an element w (w.l.0.g.) in Sy \ Sa.
Let C := P;(w,S1). By the definition of attesters, V;(w,d,C) = V;(w,D;(S1),
P;(w,S1)) = 1. Thus, we have found a tuple (w, Ss,C) such that w ¢ S but
V;(w,D;(S2),C) = 1. A contradiction, and thus D; is a CRHF on sets (i.e., on
22" or alternatively, on concatenated strings S| - - ISTIS]], where |S[5]] = |¢]
and for any j < |S|, S[j] < S[j +1]).

We finish the proof by constructing a CRHF H = (G, H) on on input domain
X* as follows. Let S = S[1]||S[2]|| - - - ||S[n], n < p(k), be an arbitrary string such
that |S[j]| = k — logan < k — log, p(k) (it is sufficient to look at strings with
length dividing k — log, p(k), due to the constructions [Dam89,Mer89]). Now
define Hy(S[1][...[[S[n]) := Di(z[1]]|...[|z[n]), where 2[j] = (j)iog, pr) IS,
where (i), denotes a k-bit binary fixed representation of ¢ € IN. Clearly if D is a
CRHF on the domain 2%*, then # is a CRHF on domain 5*.

The opposite was implicitly proven by the construction in Section 5.



